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Energy: new technologies, 
new horizons.
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Technology is shaping the very route of our transition towards a carbon-free 
world. The title chosen for this issue “New Technologies, New Horizons” 
presents a scenario in which investments in research and development are 
accelerating, and disruptive technology is becoming the “norm”.

@e� k_`j� `jjl\� f]� <e\i^p� AflieXc#� pfl� n`cc� Ôe[� Xik`Zc\j� Xe[� `ek\im`\nj�
XYflk�Xik`ÔZ`Xc�`ek\cc`^\eZ\#�j\ejfij�Xe[�k_\�@ek\ie\k�f]�K_`e^j�Xggc`\[�kf�
electrical grids. In addition to digital tools, we will also take a look at new 
jkfiX^\�jpjk\dj�Xe[�^i\\e�Z_\d`jkip#�\e\i^p�\]ÔZ`\eZp�Xe[�\c\Zki`Z�dfY`-
lity, innovative strategies related to the use of hydrogen and solar energy. 
Moreover, our focus will address cybersecurity, a fundamental pillar of 
the “new normal” that awaits us. We also have a number of interesting 
interviews with leaders of innovation who explain to EJ the impact of te-
chnology on the energy transition. Ms. Mechthild Wörsdörfer (Deputy 
Director-General of the Directorate-General for Energy at European Com-
mission and she is still Director of Sustainability, Technology and Outlo-
oks at IEA) addresses the worrisome discrepancy between the magnitude 
of investments needed in clean energy and the capital that is effectively 
available to support them. Covid-19 has aggravated the situation in many 
developing economies – both in terms of mobilizing internal investments 
and in terms of attracting international capital – and Ms. Wörsdörfer in-
m`k\j�lj�kf�ZfeZ\ekiXk\�fe�_fn�kf�Yi`[^\�k_`j�ÔeXeZ`e^�^Xg�Yp�Zfee\Zk`e^�
available capital to clean energy research projects.

Prof. Daniel Merson Kammen (Energy and Resources Group at the Uni-
m\ij`kp�f]�:Xc`]fie`X#�9\ib\c\p � `[\ek`Ô\j�8ljki`X#�:_`eX#�E\n�Q\XcXe[#�
South Korea and the United States as the most active global countries for 
investments in innovative technology with a focus on renewables, spea-
b`e^� f]� ÔjZXc�d\Xjli\j� kf� [i`m\� k\Z_efcf^`ZXc� `eefmXk`fe� `e� k_\� \e\i^p�
sector. Charles Kolstad (Professor of Energetic and Environmental Eco-
nomy at Stanford University) explains that “disincentives for carbon 
emissions (such as a carbon emission fee) would be an important action 
for any country.”

8e�XeXcpj`j�Zfe[lZk\[�Yp�:<J@�b\p�\og\ikj�XYflk�k_\�`dgXZk�f]�k_\�Ôijk�
lockdown on the European power system reveals the need to implement 

X[[`k`feXc�Õ\o`Y`c`kp�d\Xjli\j�kf�^lXiXek\\�j\Zli\�Zfe[`k`fej�n_\e�k_\�
market utilizes a high proportion of non-programmable renewables. As 
we explain in the “Future and Technology” Section, this entails further 
progress in terms of deployment of new technologies and digital solutions. 
Smart grids must further enhance their capability and allow them to re-
spond to sudden external change caused not only by extreme  weather, 
but also by new, previously unknown factors. The same article also fo-
cuses on IRENA’s (International Renewable Energy Agency) framework 
used to describe innovation and centred on four pillars: enabling tech-
nology, business models, market design and system operations. Taking a 
cffb�Xk�jljkX`eXYc\�\e\i^p�^fXcj�]fi�)'*'#�n\�i\m`\n�k_\�Y\e\Ôkj�f]]\i\[�
by “mini grids”. We explore the case of rural African communities that 
are working on developing technological models to purify drinking water, 
create cold chains, and drive agricultural processing activities and mobi-
lity. Indeed, even the United States government has allocated funding to 
improve technology for the creation of fuels from carbon capture, thanks 
to a system that captures CO2 in the atmosphere.

Furthermore, in the United States, a group of engineers at the State 
University of Pennsylvania has redesigned an electrolyzer, in order to 
decrease the cost of producting green hydrogen from sea. After publi-
shing their studies in the Energy & Environmental Science Journal, 
Penn State researchers explain how the production of green hydrogen 
from sea may become one of the main objectives of building offshore 
renewable plants. Indeed, offshore wind energy has become one of the 
main sources for the generation of renewable electric energy in Euro-
pe. EU Project Horizon 2020 aims to reduce the costs of offshore wind 
turbine maintenance by using predictive algorithms based on machine 
learning, IoT and cloud computing.

Finally, we take a look at what the energy transition will mean for “green 
jobs” growth. This trend is forecasted by IRENA in its “Renewable Energy 
Xe[�AfYj�Æ�8eelXc�I\m`\n�)')'É�jkl[p%�K_\�]lkli\�^i\\e�afY�gifÔc\�k_Xk�
\d\i^\j�`j�fe\�f]�È_pg\i$jg\Z`Xc`q\[É�gif]\jj`feXc�Ô^li\j�k_Xk�Xi\�Zlii\ek-
cp�\oki\d\cp�[`]ÔZlck�kf�Ôe[�fe�k_\�cXYfi�dXib\k%�<e\i^p�AflieXc�X[[i\jj\j�
this issue on page 40 in the “The Future of Work in the Energy Sector.”
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The project aims 
to improve 
power 
infrastructures 
in developing 
countries.

EnerNex 
and CESI work 
side by side 
to support 
the development 
of smart meters 
in North America.

Latest from CESI
News

CESI and E-Distribuzione collaborate 
on User Device – Open Meter 
integration tests

<$;`jki`Ylq`fe\� _Xj� jkXik\[� X� ZfccXYfiXk`fe� n`k_� Z\ik`ÔZX-
tion laboratories, that have proven experience in the world of 
electronic equipment tests, with regard to data transmission via 
powerline, for the execution of integration tests of User Devices 
(UD) with intelligent electricity meters “Open Meter” supplied 
by E-Distribuzione. Due to its expertise and state-of-the-art cer-
k`ÔZXk`fe�cXYfiXkfi`\j#�B<D8�CXYj��:<J@Ëj�K\jk`e^#�@ejg\Zk`fe�
Xe[�:\ik`ÔZXk`fe�;`m`j`fe �`j�fe\�f]�k_\�b\p�gXike\ij�f]�<$;`jki`-
buzione in this initiative. In this respect, in our Smart Metering 
Laboratories, in a space of less than 400 m2, we have created a 
test bench system with more than 2,000 electrical loads run-
ning simultaneously to test how meters interact with real power 
loads. The tests that we will carry out within this initiative have 
the purpose of verifying the compatibility, from the point of 
view of communication, between the DUs and the Open Meters 
by means of the communication protocol used on the Chain 2 
Z_Xee\c%�<$;`jki`Ylq`fe\�_Xj�[\Ôe\[�Xe[�m\i`Ô\[�k_\�gifZ\[li\�
for the integration tests that will be carried out by our labora-
tories in complete autonomy, for the companies that intend to 
_Xm\�k_\`i�L;�Z_\Zb\[%�K_\�m\i`ÔZXk`fe�f]�ZfdgXk`Y`c`kp�Xe[#�`e�
general, the passing of the integration tests by the UDs are pre-
paratory to the activation of the Chain 2 Full 2.0 service.

The new CESI Group subsidiary 
in China 

I\Z\ekcp#�k_\�:<J@�>iflg�jlYj`[`Xip�`e�:_`eX�ÈB<D8��J_Xe-
ghai) Technology Consulting Company Limited” has been 
\jkXYc`j_\[�`e�J_Xe^_X`�Xe[�`j�jkXik`e^�kf�Y\�f]ÔZ`Xccp�fg\iX-
k`feXc%�K_\�B<D8�CXYj�:_`e\j\�jXc\j�k\Xd�`j�]fZlj`e^�fe�jXc\j�
& marketing for the Great China region, in order to promote 
CESI Group’s testing business for Chinese manufactures and 
also to support them for testing their component at worldwide 
B<D8� cXYj� �?`^_� Gfn\i� CXY#�?`^_�MfckX^\� CXY� Xe[� JJ�K %�
8k� k_\� jXd\� k`d\#� k_\�:_`e\j\� `ejg\Zk`fe� k\Xd� `j� gifm`[`e^�
`ejg\Zk`fe�j\im`Z\j�`e�>i\Xk�:_`eX�Xe[�8j`Xe�Zfleki`\j�`e�fi-
[\i�kf�n`ke\jj�k_\�kpg\�k\jkj�Xe[�=8K�Xk�dXel]XZkli\iËj�cXYf-
ratories or at the Chinese National Laboratories. The setting 
up of this new branch will enhance competence for both Con-
jlck`e^� Xe[�K\jk`e^#� @ejg\Zk`fe� Xe[�:\ik`ÔZXk`fe�Ylj`e\jj�f]�
k_\�:<J@�>iflg�`e�:_`eX#�n_`c\�Xcjf�j_fn`e^�k_\�ZfeÔ[\eZ\�
and expectation for Chinese market in the future. Last year, 
k_\�fne\ij_`g�f]�B<D8�CXYfiXkfi`\j�nXj�kiXej]\ii\[�kf�:<J@%�
9p�ZfdY`e`e^�k_\�\ok\ej`m\�\og\ik`j\�Xe[�ZXgXY`c`k`\j�f]�`kj�cX-
YfiXkfi`\j�n`k_� k_fj\�f]�B<D8#�:<J@�_Xj�Y\Zfd\� k_\�nfic[�
leader for independent testing of advanced technological com-
ponents for the energy industry.

The new branch strengthens 
the skills of the CESI Group in China.

During the tests we will analyze 
how the meters interact with real 
power loads.

Smart Grid Infrastructure in Developing 
Economies: CESI works side by side 
n`k_�k_\�Nfic[�9Xeb�?\X[hlXik\i 

Due to the need of implementing smart grids worldwide, especially 
n_\e� `k� Zfd\j� kf� [\m\cfg`e^� Zfleki`\j#�Nfic[� 9Xeb� >iflg� �N9> �
has issued in the past months an international open tender which was 
\m\eklXccp�XnXi[\[�kf�:<J@�Xe[�<e\iE\o%�K_`j�ÕX^j_`g�dXe[Xk\�_Xj�
the goal to analyze the state of Smart Grid infrastructure in a collection 
of developing countries, to identify barriers and lessons learned from 
key projects already performed in different contexts and environments 
and to develop detailed guidance and recommendation on how World 
9Xeb�>iflg�dXp�Xjj`jk�Zc`\ekj�`e�k_\�[\gcfpd\ek�f]�JdXik�>i`[�`e]iX-
structure for both power transmission and distribution. Such award 
ZfeÔidj�k_\�`ek\ieXk`feXc� c\X[\ij_`g�f]�k_\�:<J@�>iflg�`e�k_\�>i`[�
Modernization space, based on the unique combination of experiences 
gained in highly advanced economies, such as US and Western Europe, 
and those collected in developing countries with the long list of assign-
ments backed by the International Financial Institutions.

CESI and EnerNex boast microgrids 
distribution in the US 
Production from renewable resources is experiencing constant growth 
�j\c\Zk�LJ8� \jk`dXk\j� ZcX`d� `k�n`cc� i\XZ_� ,'��f]� Xcc� \c\Zki`Z� \e\i^p�
production by 2030) and investments in smart technologies remain 
among the highest in the world (14.4 billion USD in 2017, according 
kf�9cffdY\i^�E\n�<e\i^p�=`eXeZ\ %�@k�`j�k_\�Y`ik_�f]�n_Xk�`j�befne�
Xj�k_\�8[mXeZ\[�<e\i^p�<Zfefdp#�X�k\id�k_Xk�\eZXgjlcXk\j�k_\�\ek`i\�
ecosystem of merchandise, services and technologies that support the 
transmission, distribution, storage and consumption of energy in the 
8d\i`ZXe�dXib\k#�nfik_�ifl^_cp�)''�Y`cc`fe�[fccXij%�@e�k_`j�i\jg\Zk#�
EnerNex (a CESI Company) has developed use cases, requirements and 
RFPs for multiple microgrids with various primary and backup genera-
tion options. These solutions help to ensure power delivery to critical 
]XZ`c`k`\j#�`eZcl[`e^�Ôi\�jkXk`fej#�gfc`Z\�jkXk`fej#�Z`kp�_Xccj#�\d\i^\eZp�
shelters and nursing homes. EnerNex determined the best options and 
[\m\cfg\[�Ylj`e\jj�ZXj\j#�g\i]fid\[�Zfjk�Y\e\Ôk�XeXcpj\j�]fi�^\e\iX-
k`fe�fgk`fej� `eZcl[`e^�ZfdY`e\[�_\Xk�Xe[�gfn\i��:?G #�eXkliXc�^Xj�
and propane fuels. It, also, calculated the total electric load and wrote 
k_\�^\e\iXkfi�jg\Z`ÔZXk`fej�]fi�X�eldY\i�f]�Zfddle`k`\j�d`Zif^i`[j%�
8[[`k`feXc� [\j`^e� Zfej`[\iXk`fej� `eZcl[\[� k_\� e\\[� kf� jlggfik� Zfc[�
cfX[�g`Zblg#�kf�fg\iXk\�`e�_lii`ZXe\j#�Õff[j�Xe[�fk_\i�j\m\i\�n\Xk_\i�
situations and the need to integrate into existing communications and 
electric distribution systems.

Microgrids 
in the US
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eXk`feXc�<e\i^p�8^\eZp�i\`k\iXk\[�_fn�[`^`-
talization will provide many advantages to 
the transition of the energy system and the 
jlZZ\jj� f]� Zc\Xe� \e\i^p%�?fn\m\i#� `e� gXiXc-
lel, it will also be exposed to IT threats with 
a concrete risk of data loss, service interrup-
tion, and blackouts. “Governments around 
the world,” explains the agency directed by 
Fatih Birol, “can improve their IT resilience 
through a series of political and normative 
measures. Implementation strategies must 
be adapted to the national contexts and take 
into account the global nature of the risk.”

The time is ripe for disruptive technology. 
Indeed, innovation is transforming our daily 
lives with green driverless vehicles, machi-
ne-to-machine interaction, smart cities and 
new robotics, and advanced solutions for 
energy management. In Italy, thanks to its 
innovation communities, the Enel Group is 
actively committed to exploring this auto-
mation revolution. The paradigm of autono-
mous technology was the main issue of deba-
te at the last “MeetUp Autonomous World,” 
an on-line event organized by Enel with en-
terprise and university experts from around 
k_\� nfic[� �]ifd� @9D� kf� 8dXqfe#� 9fjkfe�
;peXd`Zj�kf�?`kXZ_`#�]ifd�k_\�Le`m\ij`kp�f]�
:Xc`]fie`X�$�9\ib\c\p�kf�k_\�Gfek`]`ZXc�>i\^f-
rian University). During the MeetUp, Salva-
tore Bernabei, CEO of Enel Green 
Power, presented projects that entail 

Smart Technology 
for Secure Networks 
and Green Mobility

uring the Covid-19 emergency, tech-
nology allowed us to keep a window 
open into the world. From the mana-

gement of public health services to e-com-
merce, from distance learning for students 
to smart working for their parents, from 
guaranteeing the operation of organizations 
to the enjoyment of content across a variety 
of media platforms, all of this was possible. 
This has allowed our professional and pri-
vate lives to continue, notwithstanding the 
lockdown and social distancing. 

The coming months will continue to be frau-
ght with uncertainty; enterprises will con-
tinue to face change thanks to partnerships 
that guarantee a profound understanding 
of core processes, as well as the continuo-
us updating of skills related to technological 
innovation. Together with the issue of vac-
cines, science allows us to look to a better 
future with a strong acceleration of new te-
chnology for the energy industry. In this 
issue, we will address artificial intelligence, 
sensors and IoT for electric networks, along 
with new green chemistry and storage sy-
stems, energy efficiency and electric mobi-
lity, and innovative strategies for hydrogen 
and solar-based energy. Other articles will 
address 5G networks and cybersecurity.

During the presentation of the recent report 
on “Power Systems in Transition,” the Inter-

Science allows us to look to a better future with a strong acceleration of new 
k\Z_efcf^p�]fi�k_\�\e\i^p�`e[ljkip%�?\i\�`j�_fn�`eefmXk`fe�Xe[�Xik`ÔZ`Xc�`ek\cc`^\eZ\�
are driving smart mobility and the electric networks of the future.

Scenario

D

For further information on this topic, please contact:
Alessandro Bertani, Services & Smart Technologies Director – CESI
alessandro.bertani@cesi.it

Energy Journal  |  Issue 19 - May 20218



the use of drones and sensors, tech-
nology that guarantees a greater plant 

security and resilience. In terms of energy, 
robots will be increasingly employed to mo-
nitor electric substations, transport freight, 
manage waste, and sanitize plants. Thanks 
to the use of cloud services for simulations, 
engineers will be able to train robots quickly 
and economically. 

8k� k_\� \e[� f]� )')'#� Capgemini published 
the 22nd edition of its annual study on glo-
YXc�\e\i^p�dXib\kj%�8eXcpq`e^�Zfejfc`[Xk\[�
trends, the report, the World Energy Mar-
kets Observatory (WEMO), addresses the 
marked impact that Covid-19 had on the 
energy sector in 2020, an impact that will 
change our standards and kick off a “new 
normal.” In terms of network stability, a 
characteristic that requires programmed 
production, storage capability, and consu-
mption flexibility, the WEMO identifies 
various methods for improving the infra-
structural balance. Together with a high 
quota of renewable sources, this requires 
better energy production forecasts, zero-e-
mission carbon capture and storage options, 
and the short-term development of batteries 
Xe[� fk_\i� _p[if^\e$YXj\[� k\Z_efcf^p%� 8[-
dressing the strategies to improve the mana-
gement of a well-distributed energy mix, the 
WEMO authors underline the importance 

In Italy, in 2021, the company that mana-
ges the national electric grid (Terna) and 
k_\� EXk`feXc� 8^\eZp� ]fi� E\n� K\Z_efcf^p#�
Energy and Sustainable Economic Develop-
ment (ENEA) are collaborating on research 
addressing energy security to test new te-
chnology dedicated to secure and resilient 
electric networks. The solutions, based on 
sensors, data management, artificial in-
telligence, and Internet of Things (IoT) 
will contribute to the development of ma-
nagement models for high-voltage networ-
ks. In fact, the collaborative work focuses 
on the development of support systems for 
decisional processes during extreme events, 
both through graphical representation of the 
phenomena and through forecast models of 
possible physical damage to infrastructure.

Over 2020-24, Terna has allocated ca. 900 
million euro in investments for the deve-
lopment of technological innovation rela-
ted to the electric grid and system. In terms 

Data Management 
through Artificial 
Intelligence

of networks, Terna is working on satellites, 
drones, robots, and advanced sensor sy-
stems, as well as on predictive maintenan-
ce through the development of algorithms 
and advanced simulation and forecasting 
tools. Research will also be conducted on 
nanotechnology and new materials with 
advanced properties to increase network 
component resilience and reliability and 
ensure greater environmental sustainabi-
lity. In terms of system innovation, Ter-
na is studying storage systems (pumped, 
electrochemical, and compressed-air) and 
a better breakdown between utility-scale 
and distributed solutions. Work on smart 
grids addresses technology that contribu-
tes to increasing system flexibility, such as 
synchronous compensators, reactors, and 
=8:KJ%� 8e[� `e� k\idj� f]� fg\e� `eefmXk`fe#�
since 2019, Terna has inaugurated three in-
novation hubs, each dedicated to a specific 
technological area. The Turin hub focuses 
on IoT (Internet of Things) and advanced 
monitoring of energy transmission plants. 
The Naples hub is dedicated to the digital 
transformation of enterprise processes and 
`eefmXk`m\� kffcj� ]fi� k_\�?ldXe�I\jfliZ\j�
and Organization Sector. The Milan hub is 
conducting studies on advanced analytics 
and system operator innovation.

The Bielefeld University of Applied 
Sciences (Northern Rhineland, Germany) 
is working on smart infrastructure 
and on how to forecast fluctuations 

of leveraging digitalization, smart grids, 
artificial intelligence, and automation to 
obtain greater precision in the forecast and 
management of the demand for energy.

11Energy Journal  |  Issue 19 - May 202110 Energy Journal  |  Issue 19 - May 2021



of the connected vehicles and compare it 
with the available energy supply. During peak 
sun hours, the smart two-hour recharge will 
be incentivized, while at dusk, electricity is 
supplied at a slower rate and vehicles will 
take eight hours to charge.

On the other side of the world, New Zealand 
start-up Emrod is working with Powerco, 
the country’s second largest energy distribu-
tor, to implement its wireless electric tran-
smission system. In order to transmit energy 
wirelessly, without networks and cables, the 
company has designed a plant that converts 
electric energy into the ISM frequencies (In-
dustrial, Scientific, and Medical) reserved 
for non-commercial radiocommunication 
applications. This type of technology requi-
res a transmission antenna, relay stations 
to extend the signal and a special receiving 
antenna that reconverts the frequency into 
electricity. Emrod’s wireless network is still 
X�gifkfkpg\%�?fn\m\i#�Xj�k_\�jkXik$lgËj�]fle-
ders point out, thanks to its high degree of 
efficiency and nearly lossless quality, the 
system is suitable for commercial scaling in 
the future. Indeed, the same technology can 
be used to transmit 100 times more power 
over much greater distances.

in demand vvand supply to predict 
issues. One of the greatest challenges 

to the diffusion of wind and photovoltaic as 
energy sources is their unpredictability; de-
mand and supply are not always synchronous. 
In order to compensate for this phenomenon, 
a group of researchers is integrating Xik`ÔZ`Xc�
intelligence tools into energy distribution 
systems to improve energy management and 
avoid local overloads. The KI-Grid Project 
entails the development of smart vehicle re-
charging stations that calculate the demand 

One of the greatest 
challenges to the diffusion 
of wind and photovoltaic 

as energy sources 
is their unpredictability.

@e� k\idj�f]�jljkX`eXYc\�[\m\cfgd\ek#�8]i`ZX�
is the only continent where the number of 
people without energy will probably continue 
to grow until 2030. One of the partnerships 
active on this front is the “Field Studies for 
Mini Grid Optimization” (FS4MGO) with 
an intense collaboration between researchers 
Xk� JXg`\eqX� Le`m\ij`kp� f]� Ifd\#� D@K$9f-
ston, the State University of New York and 
the universities of Perugia and Pisa, as well 
as the universities of Makerere (Uganda) 
Xe[�JkiXk_dfi\��B\epX �`e�8]i`ZX%�K_\�k\Z_-
nological evolution of mini grids presents a 
number of opportunities. In addition to the 
reduction of the cost of photovoltaic panels 
and lithium-based storage systems, the focus 
is on integrated solutions, concentrating not 
solely on electricity but on the real needs of 
ÔeXc�lj\ij%�9\j`[\j�\e\i^p#�i\j`[\ekj�`e�iliXc�
8]i`ZXe�Zfddle`k`\j�require technology to 
purify drinking water, for refrigeration, to 
process agricultural activities and facilita-
te mobility.

In collaboration with FS4MGO, Equatorial 
Power, a company based in Uganda, is deve-
loping more holistic, integrated models. Its 
“mini grids 2.0” have a double configuration. 
On the one hand, they supply renewable ge-
nerated energy and storage systems and, on 
the other, a three-pronged demand 
service (smart meters for households 
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Xe[� Xlkfefdfljcp%� 8ck_fl^_� k_\� eldY\i�
of charging stations continues to increase 
across the globe, their integration in specific 
structures (such as underground parking 
lots or large shopping malls) is expensive 
and complex. The first mobile recharging 
robot prototypes are capable of completing 
the entire operation from opening the char-
ging socket flap to connecting the plug. Mo-
reover, the system is capable of recharging 
various vehicles simultaneously thanks to a 
mobile storage unit. Once the vehicle char-
ging is completed, the robot retrieves the 
mobile energy storage units and drives them 
back to the base to be recharged.

In another venture in smart mobility innova-
tion, Australian start-up Applied Electric 
Vehicles, in collaboration with Teijin, a 
Japanese chemical and pharmaceutical 
company, has developed a new photovol-
taic vehicle for the mobility of the future, a 
small robotic vehicle for passengers that is 
100% electric and has a solar roof%�9p�lj`e^�
a Panlite polycarbonate resin and proprietary 
technology to develop a roof that is exceptio-
nally impact-resistant, the Japanese company 
has contributed to the development of the 

This system was designed to provide a solu-
tion to the lack of a fully developed system 
of recharging stations, one of the main entry 
barriers for individuals looking to purchase 
an electric vehicle. We are back in Europe, 
where smart mobility technology is pro-
^i\jj`e^� Yp� c\Xgj� Xe[� Yfle[j%� 8k� k_\� \e[�
of 2020, Volkswagen Group Components 
presented a project for an electric vehicle 
charging device based on mobile systems, 
k_Xk� ZXe� Y\� XZk`mXk\[� m`X� Xgg� fi� M)O� Zfd-
munication, to charge electric vehicles fully 

A Mobile Charging 
Station Robot

and small companies; agro-industrial 
hubs with services for purifying drin-

king water, producing ice and food-proces-
sing; and electric mobility with charging 
stations for scooters and electric boats). The 
technological integration of bidirectional 
generation-consumption hubs allows the 
use of technology (demand response and 
artificial intelligence) to optimize the load 
curve and correlate supply and demand.
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prototype whose photovoltaic cells achieved a 
power of 330W during the tests (a value equi-
valent to that of conventional glass solar pa-
e\cj %�K_\�<M�k\jkj�jl^^\jk�k_Xk�k_\�g_fkfmfc-
kX`Z�iff]�Zflc[�gifm`[\�Xj�dlZ_�Xj�*'��f]�k_\�
energy demand of the vehicle under ideal con-
[`k`fej�Xe[�ZX%�(,$)'��`e�i\Xc�Zfe[`k`fej%�K_`j�
means the vehicle can extend its autonomy by 
30-55 kilometers. 

This brief technological survey ends in the 
United States�n_\i\�k_\�8i^fee\�EXk`feXc�
CXYfiXkfip�Xe[�JC8:�_Xm\�i\Z\`m\[�LJ�+%,�
million in federal funding to improve tech-
nology for converting atmospheric carbon 
into combustible fuels. The objective is to 
create an artificial process of photosynthe-
sis, a system capable of capturing atmosphe-
ric CO

2
 by imitating the ability of plants to 

capture carbon and synthesize useful pro-
ducts. Furthermore, the aim is also to im-
prove CCU technology for the production 
of methanol and acrylic acid and expand 
available energy sources. In particular, re-
search will focus on the study of specific 
supramolecular structures known as MOFs 
(metal-organic frameworks) that can absorb 
and collect solar light.
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The New Normal 
of Smart Energy
Thanks to new solutions provided by the Internet of Things, the energy industry 
`j�`eefmXk`e^�gif[lZk`fe#�[`jki`Ylk`fe#�Xe[�Zfejldgk`fe#�Yfk_�`e�k\idj�f]�\]ÔZ`\eZp�
and sustainability, with a special interest in energy storage and clean hydrogen.

Top Stories

ncreasing numbers of governments, 
enterprises, health systems, and even 
the education sector are exploiting the 

Internet of Things (IoT) and artificial intel-
c`^\eZ\��8@ �kf�`e[\g\e[\ekcp�X[[i\jj�k_\�\]-
fects of the pandemic that continues to spre-
ad globally. Naturally, this is also of interest 
to the energy sector in which innovative IoT 
solutions are driving the efficient and su-
stainable management of smart energy that 
includes smart grids, smart metering, smart 
building, and smart homes with automated 
illumination, air conditioning, and security 
systems. The longer-term goal is to deve-
lop smart cities, intelligent cities in which 

I energeticand environmental monitoring im-
proves the quality of life of its residents.

8ZZfi[`e^� kf� X� i\j\XiZ_� jkl[p� gi\j\ek\[� `e�
2020 by the Milan Polytechnic Internet of 
Things Observatory, smart metering and 
smart asset management in utilities are the 
top segment of the Italian IoT market with 
X� mXcl\�f]� (%.�Y`cc`fe�\lif� �"(0��fm\i�)'(/ �
fi�).��f]�k_\�kfkXc�dXib\k�kliefm\i#�n_`Z_�`e�
)'(0�Xdflek\[�kf�-%)�Y`cc`fe�\lif��")+��fm\i�
)'(/ %� JdXik� Yl`c[`e^� i\gi\j\ekj� X� mXcl\� f]�
-.'�d`cc`fe�\lif��"()� �Xe[�`j�dX`ecp�i\cXk\[�
to video surveillance systems and the mana-
gement of energy consumption by buildings. 

Energy Storage 
and Green Hydrogen

The research study reveals that the smart 
_fd\�dXib\k�_Xj�`eZi\Xj\[�Yp�+'���,*'�d`c-
lion euro in 2019) and indicates that smart 
energy management cannot be achieved 
without IoT devices. In fact, thanks to the 
connectivity provided by embedded systems 
and cloud computing, sensor-equipped devices 
monitor interactions with the external world, 
and exchange this data with other devices and 
ÔeXc�lj\ij%�<c\Zki`Z�e\knfibj#�d\k\ij#�Xe[�Yl-
ildings become “smart” thanks to the develop-
ment of interconnected systems that generate 
and analyze data in real time (IoT analytics) to 
fgk`d`q\�k_\�Õlo�f]�gif[lZ\[#�kiXejd`kk\[#�[`-
stributed, and consumed energy.

The marked increase in energy production 
from renewable sources and the growing de-
mand for energy, especially electric energy, 
makes storage systems the most likely can-
didates for the stable and reliable supply of 
\e\i^p%� 8ZZfi[`e^� kf� k_\� ]fi\ZXjkj�dX[\� Yp�
k_\� Le`k\[� JkXk\j� <e\i^p� @e]fidXk`fe� 8[-
d`e`jkiXk`fe� �<@8 � `e� k_\� International 
Energy Outlook 2019, renewable resources 
n`cc�dlck`gcp�Ôm\]fc[�fm\i�k_\�e\ok�*'�p\Xij#�
especially in the production of electric ener-
gy. The new European Commission aims to 
make the continental economy carbon-free 
by 2050. In fact, the EU has recently re-
viewed its decarbonization objective and is 
set to reduce the 1990 greenhouse gas emis-
j`fe�c\m\cj�Yp�,,��Yp�)'*'%

The growth of renewable resources in conjun-
ction with the impossibility of programming 
a continuous supply of photovoltaic and wind 
energy is driving technological innovation 
to focus on solutions that guarantee energy 
jkfiX^\�Xe[�jpjk\d�Õ\o`Y`c`kp. Energy stora-
ge systems, that can optimize technical-econo-
d`Z� \]ÔZ`\eZp#� i\[lZ\� Yfkkc\e\Zbj� ZXlj\[� Yp�
excessive production of wind and sun energy 
at peak times, and compensate the lack of ge-
neration at other times, are based not only on 
mechanical principles, such as hydroelectric 
gldg`e^#�Zfdgi\jj\[�X`i#�fi�Õpn_\\c�jpjk\dj#�
but also on electrochemical, chemical, 
and electromagnetic processes. 
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The most widespread and fundamen-
tal storage technology for renewable 

resources remain electrochemical batteries 
that play an increasingly important role%�9\-
sides not producing dangerous or noisy emis-
j`fej#�k_\p�fg\iXk\�iXg`[cp�Xe[�Õ\o`Ycp#�[\c`m\i�
high currents working at different voltages, 
and provide modularity through a wide range 
of standard sizes globally. In 2017, Tesla deve-
loped the largest battery in the world (129 
DN_�ZXgXZ`kp#�(''�DN�gfn\i �Xk�k_\�?fie-
j[Xc\�Gfn\i�I\j\im\��Jflk_\ie�8ljkiXc`X �Xe[�
kicked off a race for global energy storage with 
increasingly ambitious large-scale internatio-
nal projects. In February 2021, New South Wa-
les CEP Energy presented the project for the 
Kurri Kurri storage plant which will supply a 
power of 1.2 GW. 

Power reserves that accumulate this much 
energy must constantly be monitored. It is fun-
damental to constantly control temperature, 
current and voltage surges, and cell integrity, 
providing all data in real time to allow an opti-
mal management of the systems.

8k�k_\�Y\^`ee`e^�f]�k_`j�p\Xi#�StoreDot presen-
ted a new technology for sustainable mobility 
that reduces lithium battery charging time. 
The Israeli company substituted the graphite 
`e�\c\Zkif[\j�n`k_�jkiXk`Ô\[�j`c`Zfe�eXefgXik`-
cles that are incorporated into an organic con-
ductive matrix. This innovative process, which 
will allow batteries to be produced at the same 
cost as traditional lithium batteries, is based 
on a holistic development achieved following 
an in-depth study conducted with sensors, ar-
k`ÔZ`Xc� `ek\cc`^\eZ\�Xe[�XlkfdXk`Z� c\Xie`e^�
tools. The result is that lithium batteries will 
be able to be charged in just 5 minutes, which 
is substantially the amount of time it takes to 
Ôcc�X�ZXi�kXeb�n`k_�g\kifc�fi�[`\j\c%

8ljkiXc`Xe� jkXik$lg� C8MF� _Xj� cXleZ_\[� k_\�
Ôijk� _p[if^\e$YXj\[� \e\i^p� jkfiX^\� jpjk\d�
]fi� _flj\j� Xe[� ZfdgXe`\j%� 9\j`[\j� Xe� `em\i-
ter connected to a renewable resource system, 
the storage system also needs to be hooked 
up to the water supply. The renewable LAVO 
System uses water and electricity to separate 
hydrogen and oxygen molecules. It then stores 
the hydrogen in a metal hydride “sponge” at 
X�gi\jjli\�f]�*'�YXi%�8j�\e\i^p� `j� i\hl`i\[#�X�
fuel cell reattaches hydrogen molecules to oxy-
gen to produce electricity (max power 5 kW, 
kfkXc�\e\i^p�+'bN_ %�8ck_fl^_�k_`j�`j�X�jdXcc�
domestic system, the technology is advanced 
and requires the constant monitoring of all 
operational parameters through sophisticated 
sensors and optimization algorithms.

8ZZfi[`e^� kf� k_\� European Environment 
Agency, digital technology is gradually also 
gaining a foothold in the waste management 
sector. Robotics, Internet of Things, cloud com-
glk`e^#�Xik`ÔZ`Xc�`ek\cc`^\eZ\#�Xe[�[XkX�XeXcpj`j�
can be used to improve logistics, recycling ra-
tes, and optimize differentiation. The Europe-
an Waste2GridS Project#�Zfe[lZk\[�Yp�<E<8#�
the Lausanne Polytechnic, the Technical Uni-
versity of Denmark and the Solidpower Indu-
strial Group, has been developed to produce 
electric energy from waste and to use surplus 
wind and photovoltaic energy to produce fuel. 
8�jpjk\d�f]�jfc`[�fo`[\�Z\ccj�Xccfnj�k_\�gifZ\jj�
to be reversed; the mechanism of electrolysis 
is used to produce gaseous fuel and fuel 
cells to generate electricity.

Waste, Efficiency 
and Wind Farms

On the hydrogen front, the European Com-
d`jj`fe�_Xj�f]ÔZ`Xccp�gi\j\ek\[�k_\�ÈA Hydro-
gen Strategy for a Climate-neutral Europe” 
Plan that aims both to extend the use of this 
fuel to replace fossil fuels and to decarbonize 
`kj� gif[lZk`fe%� 8ZZfi[`e^� kf� <o\Zlk`m\� M`Z\�
President Frans Timmermans, “developing 
and implementing the clean hydrogen (produ-
ced via electrolization with the use renewable 
energy) chain of value, Europe will become a 
global pioneer and maintain its leadership in 
clean technology.” In fact, hydrogen can fuel 
j\Zkfij� k_Xk� Xi\� [`]ÔZlck� kf� \c\Zki`]p� jlZ_� Xj�
energy-intensive industries, as well as air frei-
ght and shipping. Moreover, it will be capable 
of providing storage, even over the long pe-
i`f[#�kf�YXcXeZ\�k_\�j\XjfeXc�Õlo�f]�efe$gif-
grammable renewables on the grid.

8� ^iflg� f]� \e^`e\\ij� ]ifd� Pennsylvania 
State University have redesigned electroly-
zer architecture to make the production of 
clean hydrogen from sea water simpler and 
cheaper. The team of experts replaced the 
ion exchange membrane in electrolyzers with 
thin, semi-permeable membranes originally 
developed to purify water through inverse 
fjdfj`j%� 8]k\i� glYc`j_`e^� k_\`i� jkl[`\j� fe�
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Energy & Environmental Science, the team 
explained that the production of clean hydro-
gen from the sea is currently one of the main 
objectives pursued by investors in offshore 
renewable energy.

https://hornsdalepowerreserve.com.au/
https://www.theguardian.com/australia-news/2021/feb/05/worlds-biggest-battery-with-1200mw-capacity-set-to-be-built-in-nsw-hunter-valley-australia
https://www.theguardian.com/environment/2021/jan/19/electric-car-batteries-race-ahead-with-five-minute-charging-times
https://lavo.com.au/lavo-hydrogen-battery/
https://knowledge4policy.ec.europa.eu/publication/communication-com2020301-hydrogen-strategy-climate-neutral-europe_en
https://pubs.rsc.org/en/content/articlelanding/2020/ee/d0ee02173c#!divAbstract
https://www.waste2grids-project.net/


8j�gXik�f]�`kj�jkiXk\^p�kf�X[[i\jj�k_\�\e-
m`ifed\ekXc�Z_Xcc\e^\#�@9D�`j�ZfccXYf-

iXk`e^�n`k_�K_\�8cc`XeZ\�kf�<e[�GcXjk`Z�NXjk\�
to design a new data platform (PRISM) that 
n`cc�Y\�_fjk\[�fe�k_\�@9D�Zcfl[�kf�kiXZ\�gcXjk`Z�
waste and contribute to its global collection. 
The Plastics Recovery Insight and Steering 
Model will serve as a single coherent database 
providing information on action undertaken 
by NGOs, members of value chains, communi-
ties, regulatory authorities, and other organi-
zations to improve decision-making and waste 
management programs.

Fe� k_\� jlYa\Zk� f]� \]ÔZ`\eZp#� Èi\ZpZc`e^É�nX-
ste heat is one of the most precious solutions 
for saving energy. Over the years, technology 
_Xj� gif^i\jj\[� j`^e`ÔZXekcp� Xe[� efn� Xccfnj�
us to reutilize the same thermal energy in 
various different processes or convert it into 
electricity. In order to create conversion de-
vices capable of operating even at minimal 
temperature differences, a team of German 
and Japanese scientists (respectively from 
k_\�BXicjil_\�@ejk`klk\�f]�D`ZifjkilZkli\�K\-
chnology and the University of T˛hoku) has 
worked on thermomagnetism to develop a sy-
stem that will increase the electric power of 
k_\idfdX^e\k`Z�̂ \e\iXkfij%�È9Xj\[�fe�k_\�re-
search results,” the team pointed out, “ther-
momagnetic generators are now competitive 
with thermoelectric ones. This has brought 
us a step closer to the objective of converting 
waste heat into electric energy even at minute 
differences in temperature.”

Electric components in buildings can also 
operate intelligently thanks to the IoT. In 
fact, researchers at the University of Singa-
pore have developed a solution for real time 
monitoring of every electric outlet in a buil-
ding thanks to chips that communicate via 

Wi-Fi with a central server. Every time a plug 
is inserted into a smart outlet, a reader identi-
Ô\j�k_\�Zfee\Zk\[�[\m`Z\#�Xe[�k_\�Z\ekiXc�j\i-
m\i�`[\ek`Ô\j�k_\�[\m`Z\�jg\Z`ÔZXk`fej�]ifd�`kj�
database. The invention does far more than al-
lows devices to be turned on and off remotely. 
It also allows authorized network operators to 
monitor and quantify the amount of electricity 
Zfejld\[�Yp�X�^`m\e�[\m`Z\#�ZfeÔ^li\�k_\�jp-
stem to provide energy only as necessary, and 
gi\m\ek�Ôi\j�fi�fk_\i�XZZ`[\ekj�n\i\�X�[\m`Z\�
to absorb more current than it should. 

The production of offshore wind energy has 
become one of the main ways of generating 
i\e\nXYc\� \c\Zki`Z� \e\i^p� `e� <lifg\%� 8j� f]�
2019, Europe’s offshore capacity was 22.1 GW. 
How can IoT help offshore wind farms? 
The Internet of Things can markedly impro-
ve both energy production and the predictive 
maintenance of offshore plants. The EU Ho-
rizon 2020 Project aims to reduce the cost of 
offshore wind turbine maintenance by using 
predictive algorithms based on machine le-
arning, IoT, and cloud computing. The deve-
lopment of a platform to analyze and manage 
collected data and the installation of an IoT 
device on each turbine will allow real time 
monitoring of the wind farms through wireless 
data collection. This type of IoT platform can 
be used, for example, to transmit data on in-
stant tension to develop a model of the wind 
turbines’ power curve. Moreover, the sensors 
installed on the turbines react to meteorologi-
cal conditions in real time and measure spe-
Z`ÔZ� \em`ifed\ekXc� gXiXd\k\ij� jlZ_� Xj�n`e[�
speed and direction, which are essential for 
reliability studies. Moreover, by mapping plant 
layouts, constantly identifying which turbines 
are downwind from others, and varying the in-
clination angles of turbine blades and the yaw 
and pitch of the nacelles, the devices collect 

further data on interaction amongst the turbi-
nes. These parameters are invaluable to select 
the most suitable locations to install all the ele-
ments of a wind farm. Furthermore, the Inter-
net of Things allows monitoring of the correct 
operation of the sensors and actuators them-
selves, providing information on the duration 
of IoT node batteries.

8ZZfi[`e^�kf�i\j\XiZ_�Zfe[lZk\[�]fi�k_\�Voda-
fone IoT Spotlight May 2020 Report#�/+��f]�
companies believe that IoT ensured company 
Zfek`el`kp�k_ifl^_flk�k_\�gXe[\d`Z�Xe[�0,��
`[\ek`Ô\[� X� gfj`k`m\� i\klie� fe� k_\`i� `em\jk-
ment. Even before the Covid emergency, the 
Internet of Things was well underway, and one 
out of every three companies was already using 
this new technology. Moreover, the launch of 
5G now allows a greater number of devices 
to be connected on-line simultaneously. Co-
vid-19 has turned out to be a brutal stress test 
for many companies. Industrial sectors expe-
rienced more interruptions in just a few mon-
ths during 2020 than in the previous decade, 
but, indeed, embracing digital transformation 
through the Internet of Things can help build 
a better future.
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The Future 
of Energy is 
already here
Investing in technological innovation and digitalization 
is a constant commitment at CESI to guarantee 
the services and competences necessary to manage 
any new development in the energy sector.

Future & Technology

he energy sector, which has long been 
a locus for the convergence of impor-
tant investments in digitalization 

and technological innovation, has proven its 
responsiveness during the current pandemic 
crisis. Indeed, over the last year, the sector has 
demonstrated its resilience with a marked ac-
celeration towards the energy transition. The 
sector was ready to counter the consequences 
generated by the initial lockdown that led to 
a drastic drop in demand. This caused a si-
^e`ÔZXek� [ifg� `e� ZXiYfe� [`fo`[\� \d`jj`fej#�
but as underlined by the International Energy 
8^\eZp��@<8 #�k_\�^i\Xk\jk�Z_Xcc\e^\�]XZ\[�Yp�
the electricity sector in these conditions con-
sisted in operating the system with a marked 
penetration of non-programable renewable 
resources. In a recent study, CESI pointed out 
that what took place in the electric system 
[li`e^�k_\�Ôijk�cfZb[fne�`e�<lifg\��`dgfj\[�
Yp�k_\�Ôijk�nXm\�f]�:FM@;$(0 �Æ�`e�k\idj�f]�
the penetration of Renewable Energy in rela-
tion to the load – coincided with the annual 
]fi\ZXjk�\og\Zk\[� ]fi�)')-2�++��Xj�fggfj\[�
kf� k_\� *'�� i\Zfi[\[� ]fi� )'(0%�K_`j� XeXcpj`j�
indicates the need to implement measures to 
\ejli\� k_\�Õ\o`Y`c`kp�e\Z\jjXip� kf� ^lXiXek\\�
safe conditions of operation when the mar-
ket employs high rates of non-programable 

T renewable resources. This requires greater 
jpjk\d� Õ\o`Y`c`kp� k_ifl^_� gldg`e^#� YXkk\-
ries, non-conventional storage, and demand 
response, but also via the development of in-
frastructural projects for interconnection and 
market models that allow for a cross-frontier 
\oZ_Xe^\� f]� i\jfliZ\j%� 8k� :<J@#� k_`j�d\Xej�
pursuing progress in terms of technologi-
cal innovation and digitalization, day in and 
day out. The objective is to innovate smart 
networks and allow them to counter sudden 
external changes caused not only by climactic 
events, but also by rapid and unfathomable 
new factors.

The trends that are underway in the ener-
gy sector are explained by the International 
I\e\nXYc\�<e\i^p�8^\eZp��@I<E8 �k_Xk�_Xj�
grouped innovations guaranteeing a greater 
resilience of electricity networks and redu-
Z`e^�\d`jj`fej�`ekf�]fli�ZXk\^fi`\j%�K_\�Ôijk�
is “enabling technology” that plays a key role 
in the integration of renewables (i.e., batte-
ries, electric vehicle recharging, blockchain, 
IoT, and big data). Then, there are “innova-
tive business models” that allow the develop-
ment of new services to implement system 
Õ\o`Y`c`kp� �jlZ_� Xj� \e\i^p$Xj$X$j\im`-
ce or peer-to-peer trading). The third 

For further information on this topic, please contact:
Alessandro Bertani, Services & Smart Technologies Director – CESI
alessandro.bertani@cesi.it

Bruno Cova, Advisory Services & Studies Director – CESI
bruno.cova@cesi.it
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[`i\Zkcp�Zfee\Zk\[�`e�_`^_$k\ej`fe%�?fn\m\i#�
we cannot observe what occurs in distribu-
tion networks and measurement data from 
primary cabins is misleading as it represents 
the algebraic sum of the distributed genera-
tion and the underlying electric load. Thus, a 
sudden variation in measurement – since we 
cannot know if it is caused by a loss in gene-
ration or an increase in load – could lead to 
the implementation of completely erroneous 
countermeasures. 

CESI has assisted the national transmission 
network operator in the development of an 
estimation algorithm, which, based on a li-
mited set of measurements that can be ma-
naged by network central systems, provides 
a relatively accurate indirect measurement 
in real time of production and load 
by exploiting the fact that production 

category is “market design” that de-
vises new market structures to crea-

te business opportunities in a decarbonized 
jpjk\d� �jg\Z`ÔZXccp#� k`d\$f]$lj\� kXi`]]j� Xe[�
the introduction of new services within 
dXib\kj %�K_\�]flik_�ZXk\^fip�`e�k_\�@I<E8�
matrix is “system operation” that aims to im-
plement innovative operational conditions 
for the electric system through advanced we-
ather forecasts and new DSO-TSO coopera-
k`fe�ZfeÔ^liXk`fej%�

Digitalization is a cross-enabler for these four 
dimensions of innovation and digital perva-
siveness, at all levels, is imminent. In terms 
of IoT (Internet of Things), the forecast is for 
75 billion globally connected devices by 2025. 

K_\�@<8�X[[j�X�]lik_\i�`dgfikXek�\c\d\ek�kf�
this analysis; investments in electric networ-
ks are increasingly focused on digital tools. 
8ZZfi[`e^�kf�Xe�@<8�jkl[p#�\og\ej\j�i\cXk\[�
to digital infrastructure have increased sub-
jkXek`Xccp�`e�i\Z\ek�p\Xij#�i\XZ_`e^�(0��f]�kf-
tal investments in the power sector in 2019, 
Xe�XeelXc�`eZi\Xj\�f]�ZX%�/�%�K_\�`em\jkd\e-
kj�Ô\c[\[�Yp�:<J@�kf�i\dX`e�Xk�k_\�Z\ek\i�f]�
digital transformation and at the forefront of 
digitalization processes allowed a continuo-
us supply of innovative services even during 
the lockdown.

In terms of electric components, CESI has 
always guaranteed maximum support to 
producers and utility companies to enable 
resilient networks through high-quality te-
sting of T&D equipment based both on glo-
bal standards and client specifications. The 
B<D8��CXYj�;`m`j`fe�\dgcfp\[�Xl^d\ek\[�
reality to allow clients equipped with special 
visors to remotely interact with lab techni-
cians and conduct the activities necessary to 
test products in real time. Thanks to the new 
Remote Lab Experience, the CESI Testing, 
Inspection and Certification Division gua-
rantees the uninterrupted local assemblage 
of products and testing by qualified exper-
ts, remotely directed by clients. Test results 
are shared in real time, also thanks to the 
presence in the labs of experts who provide 
support in case of unexpected situations. In 
addition, CESI also conducts remote testing 
in video streaming in its labs in Italy, Ger-
dXep#�?fccXe[#�k_\�:q\Z_�I\glYc`Z#�Xe[�k_\�
United States. In this case, a series of conti-
nuous streams from different angles ensures 
efficient interaction with clients and the full 
respect of all the specific procedures neces-
sary to guarantee objectivity and quality in 
certification and inspection services. 

In terms of distribution networks, smart 
meters are key. Monitoring and recording 

the energy exchanged amongst system ope-
rators and final users, smart meters are a 
critical digital technology for the mana-
gers of distribution systems. In order to 
verify how these devices interact with real 
power loads (guaranteeing maximum ef-
ficiency, functionality, and security), the 
B<D8�CXYj�;`m`j`fe�_Xj�j\k�lg�JdXik�D\-
tering Laboratories to test the reliability 
of communication via power lines amon-
gst 700 single-phase and 300 polypha-
se smart meters in distribution networks 
Xe[� _flj\_fc[j%� 8� +''�d)� Xi\X� `j� lj\[� kf�
conduct a series of tests with over 2000 
simultaneously operating electric loads, 
including household appliances, lights, va-
rious types of electronic devices, and indu-
strial equipment. This is equivalent to the 
load of a city with 1400 residents. Recent-
ly, E-Distribuzione has begun collaborating 

with renowned certification labs on the 
testing of electronic components, with a 
particular reference to data transmission 
via power lines, to execute integration te-
sts for user devices with E-Distribuzione’s 
smart “Open Meters.” Thanks to our expe-
rience and unique structures, the CESI Te-
sting, Inspection and Certification Division 
Æ�B<D8�CXYj�Æ�nXj�j\c\Zk\[�Yp�<$;`jki`Yl-
zione as a main partner for this initiative. 
The tests aim to verify the communication 
compatibility between user devices (UDs) 
and E-Distribuzione’s Open Meters via a 
communication protocol employed on the 
Chain 2 Channel. E-Distribuzione will sup-
ply the information necessary to set up the 
integration tests that will be conducted in-
dependently in our labs for any company 
interested in testing their user devices. The 
compatibility tests and, more in general, 

The KEMA  Labs Division 
employed augmented 
reality to allow clients 
equipped with special 

visors to remotely interact 
with lab technicians 

and conduct the activities 
necessary to test 

products in real time. 

the integration certification test for UDs is 
propaedeutic to the activation of the Chain 
2 Full 2.0 service. The growing penetration 
of renewable resources in the production mix 
of the electrical system and the progressive 
dismissal of traditional thermoelectric plants 
make the management of electrical transmis-
sion systems increasingly critical. In addi-
tion, most renewable generation resources 
are connected to medium and low-tension 
distribution networks, so-called distributed 
generation, which represents a further issue 
both in terms of safe management and the 
economic optimization of transport networ-
ks, as these resources cannot be controlled 
and are often not even monitored.

8k� gi\j\ek#� kiXejd`jj`fe� e\knfib� fg\iXkfij�
are able to acquire real time signals and me-
asurements from generation plants that are 



from renewable distributed genera-
tion is typically a function of meteo-

rological variables such as sun radiation or 
wind velocity and direction.

Integrating available real-time signals and 
measurements with information derived from 
time series and variable estimates through big 
data analysis techniques and advanced analyti-
cs yields accurate real-time estimations, both 
of the values of distributed generation diffe-
rentiated by primary resource (wind or pho-
tovoltaic) and the load for each primary cabin 
in the network. 

In terms of sustainable energy transition, 
electric mobility is essential. This sector is 
undergoing extremely rapid technological 
development. CESI is at the forefront in this 
sector, too. It operates last generation testing 
kffcj#�jkilZkli\j#�Xe[�cXYj%�@e�]XZk#�k_\�B<D8�
Labs test the reliability of electric vehicles 
�<Mj #�Z_Xi^`e^�jpjk\dj#�Xe[�k_\`i�̀ ek\iXZk`fe�
with existing networks. The tests guarantee 
high standards for a wide range of products 
and services that are being developed in this 
\d\i^`e^�dXib\k%�Dfi\fm\i#�k_\�e\n�B<D8�
Services & Smart Technologies Unit – crea-
ted through in collaboration by our Milan 
�;>C � Xe[�8ie_\d� �=G>C � cXYj� Æ� gifm`[\j�

a series of tests that satisfy the new requisi-
k\j� ]fi� <c\Zki`Z� M\_`Zc\� Jlggcp� <hl`gd\ek�
�<MJ< %� K_\� 8ie_\d� cXYj� Zfe[lZk� \e\i^p�
supply and communications protocol tests 
�:?8;<DF�Xe[�::J �]fi�[`i\Zk�Zlii\ek�jkX-
k`fej%� =lik_\idfi\#� k_\� B<D8� CXYj� jpjk\d�
provides a completely controllable network 
equivalent that operates at a wide range of 
frequencies, harmonics, tensions, and power 
levels. The Milan labs conduct a wide range 
f]�Z\ik`ÔZXk`fe�k\jkj�`eZcl[`e^�\c\Zki`Z�j\Zli`-
kp#�@<:�-(/,($(�jkXe[Xi[�gif[lZk�Zfe]fid`kp�
and EMC, as well as climactic environmental 
and mechanical tests. In the meantime, the 
9\ic`e�B<D8�J\im`Z\j���JdXik�K\Z_efcf^`\j�
CM� CXY� `j� ZfeZ\ekiXk`e^� fe� `eefmXk`m\� k\jkj�
for electric vehicle components.

With one foot already in the future, CESI is 
also studying the advantages that 5G bring to 
the energy sector and analyzing the types of 
change that will affect the management and 
security of electric networks. Thanks to the 
Ô]k_� ^\e\iXk`fe� f]�dfY`c\� e\knfibj#� \e\i^p�
distribution will become even quicker and 
dfi\� \]ÔZ`\ek%� :fdgXe`\j� n`cc� Y\� XYc\� kf�
collect data at rates up to 20 gigabit a second 
and similarly respond more rapidly and ef-
ÔZ`\ekcp#� ^`m\e� k_\� \ogfe\ek`Xc� [\Zi\Xj\� `e�
latency (ca. 1 millisecond). Energy suppliers 
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will receive a greater quantity of detailed data 
far more rapidly and manage it in enormous 
databases, where it will inform smart sensors 
controlling energy distribution, if necessary. 
Thanks to the data archived by control cen-
ters, sensors will also signal how much ener-
gy utilities require, guaranteeing a punctual 
and satisfactory supply. This means that the 
\e\i^p� jpjk\d�n`cc� Y\Zfd\� \m\e�dfi\�Õ\o`-
ble and custom-tailored to the needs of indi-
vidual users. It’s a revolution in the making 
`e� n_`Z_� :<J@#� kf^\k_\i� n`k_� `kj� 8d\i`ZXe�
company, EnerNex, will increasingly support 
utilities at a global level to implement the 
modernization of the electric sector. 

It is also true, however, that ubiquitous digi-
talization will make electric systems vulne-
rable to cyberattacks, unless all opportune 
IT defense mechanisms are implemented. In 
the United States, according to the Industrial 
Control Systems Cyber Emergency Response 
Team (ICS-CERT), there have been over 240 
cyberattacks, a third of which targeted the 
\e\i^p� j\Zkfi%� E\Xicp� +'�� f]� k_\j\� XkkXZbj�
Xi\�ZcXjj`Ô\[�Xj�ÈX[mXeZ\[�g\ij`jk\ek�k_i\XkjÉ�
as utilities did not react timely to the attacks. 
In this context, CESI and EnerNex specialists 
have been active for years now, supporting 
electric utilities to develop anti-hacker bar-
riers, leveraging not only in-house software 
tools combined with IT sector experience, 
but also a detailed knowledge of the opera-
tion of electric systems. 

We must act rapidly as the technological futu-
re of energy is already here.
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Investing 
in Sustainable 
Energy 
Technology 
to overcome 
the Crisis
In this issue of Energy Journal dedicated to the topic of technological 
innovation in the “new normal” for companies in the energy sector, and 
to better understand the impact of technologies on the energy transition, 
we have asked for the opinions of three key players in the sector. From 
the role of technology in boasting sustainability to the economic impact 
of clean energy tech and research, our interviews with Ms. Mechthild 
Wörsdörfer (Director of Sustainability, Technology and Outlooks at 
IEA), Professor Charles Kolstad (Co-faculty Director of the Bits & Watts 
Initiative;  Senior Fellow at The Stanford Institute for Economic Policy 
Research, at The Precourt Institute for Energy and at The Woods Institute 
For The Environment - Stanford University) and Professor Daniel Merson 
Kammen (Director of Renewable and Appropriate Energy Laboratory; 
Professor in the Energy and Resources Group Energy and Resources 
Group; Professor of Public Policy Goldman School of Public Policy; 
Distinguished Chair in Energy at the University of California, Berkeley).

Opinions

Mechthild Wörsdörfer

Mechthild Wörsdörfer (@MWorsdorfer) has been recently appointed De-
puty Director-General of the Directorate-General for Energy (ENER) at 
European Commission (the date of effect of this appointment will be deter-
mined later). At present, she still holds the position of Director of Sustai-
nability, Technology and Outlooks (STO) at IEA. Ms Wörsdörfer plans and 
co-ordinates the IEA’s work on energy sustainability, encompassing clean 
energy technologies and climate change policy. Previously, Wörsdörfer held 
several senior management positions in the European Commission, where 
she coordinated the work on the 2030 Energy and Climate Framework, the 
Clean Energy Package and the 2050 Energy Roadmap. She had been invol-
ved with the IEA for a number of years as IEA Governing Board Represen-
tative for the EU, and served in the Cabinet of Commissioners, in charge of 
industry, competitiveness, trade and digital economy.

re companies that invest in re-
newables more likely than others 
to emerge from the crisis and why? 

In addition to generating higher total equity 
returns over the past decade, compared with 
fossil fuels and the wider equity markets, the 
financial performance of renewable power 
has remained more resilient during periods 
of crisis, owing to the contracted nature of 
their revenues, enabled by policy support, 
and falling costs. In the latest joint report by 
@<8�Xe[� @dg\i`Xc�:fcc\^\�9lj`e\jj�JZ_ffc#�
listed renewable-power companies outper-
formed listed fossil-fuel companies and pu-
blic equity markets on average in all markets 
fm\i�k_\�gXjk�('�p\Xij%�8k�X�^cfYXc�c\m\c#�k_\�
total return of renewable power portfolio 
nXj�+)*�#�ZfdgXi\[�kf�,0��]fi� ]fjj`c� ]l\c�
portfolio. In the past ten years, financial 

A performance of renewable companies was 
more resilient compared to fossil-fuel com-
panies and that of the wider market during 
three periods of economic crisis - the Euro-
pean sovereign debt crisis in 2010-12, global 
economic shocks in 2016 and covid-19 crisis 
in 2020 - implying a diversification benefit 
from investing in renewables.

During the Covid-19 market shock in Fe-
YilXip$8gi`c� )')'#� i\e\nXYc\� ZfdgXe`\j�
held up better than fossil fuel companies, 
\o_`Y`k`e^� X� cfn\i� [iXnYXZb� �$(0�� mj� $*(��
]fi�kfkXc�i\klie �Xe[�cfn\i�mfcXk`c`kp��+(��mj�
.'�� ]fi� XeelXc`q\[� mfcXk`c`kp � fe� Xm\iX^\� Xk�
a global level. Over this period, renewable 
companies also generated higher returns on 
Xm\iX^\��$(0��mj�$)(� �k_Xe�k_\�i\c\mXek�dXi-
ket index and displayed lower volatility 
�+(��mj�-+��]fi�XeelXc`q\[�mfcXk`c`kp %
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World Economic Forum. We are seeing what 
has worked, drawing on lessons from around 
k_\�nfic[#�kf�dfY`c`q\�Xe[�Xc`^e�gi`mXk\�ÔeXe-
ce in support of clean energy investments.  

Of course, there are messages there for deve-
loping economies, their policy and legal fra-
d\nfibj�Xe[�jf�fe%�9lk�n\�Y\c`\m\�k_Xk�dfi\�
needs to be done on the international front 
Xj�n\cc1� k_\��(''�Y`cc`fe�X�p\Xi� kXi^\k�f]� k_\�
COP is a start, but bigger structural change in 
^cfYXc�ÔeXeZ`e^�`j�e\\[\[%�@]�n\�[feËk�XZZ\c\-
rate in this area, this will be a major fault line 
in the global effort to address climate change 
and achieve sustainable development goals.

Kf�n_Xk�\ok\ek�Xi\�k_\�[\ZXiYfe`qXk`fe�^f-
als really achievable in light of the structu-
re of the current world energy markets?

Pathways to meet global objectives for limiting 
global warming below 2 degrees, and aiming 
for 1.5 degrees are still achievable, something 
we describe in our Sustainable Development 
Scenario and in our net-zero by 2050 Scena-
i`f#�n_`Z_�`j�Zfd`e^�flk�fe�DXp�(/k_%�

Reaching these goals will require swift, 
concerted action to achieve, however, with 
governments playing a critical role in redi-
recting markets toward the investments ne-
eded for these pathways. The current eco-
nomic situation the world finds itself after 
the pandemic makes some of these changes 
harder, particularly in the developing world 
where strained economies further limit the 
ability for governments to use financial po-
licies to direct markets. 

Nonetheless, the economic-recovery spen-
ding that governments are mobilising in the 
wake of the crisis provide a once-in-a-genera-
tion opportunity to boost public and private 
spending in line with energy and climate goals. 

Our Sustainable Recovery Plan, published in 
June 2020 in co-operation with the Interna-
tional Monetary Fund, estimates that an ad-
ditional 1 trillion USD a year between 2021 
& 2023 would be required globally to put the 
world on a trajectory to achieving these goals, 
n`k_� Xifle[� *'��f]� k_Xk� kfkXc� Zfd`e^� ]ifd�
public expenditure. 

To date, only a small share of government 
spending on economic relief has been for 
clean energy. Governments have mobilized 
around 14 trillion USD in economic relief 
packages, with clean energy related measures 
n\cc$Y\cfn�k_\�.��f]�i\Zfm\ip�jg\e[`e^�e\\-
ded to meet the targeted spending in the Su-
stainable Recovery Plan. While a large sum, 
this share is modest, even compared to the 
)''/$'0� Zi`j`j#� n_\i\� (-�� f]� jk`dlclj� nXj�
spent on clean energy technology and envi-
ronmental management measures.

Again, about recovery, what kind of fiscal 
and / or financial measures and policies 
could come to help energy technological 
innovation?

?Xc]�f]�k_\�\d`jj`fe�i\[lZk`fej�e\\[\[�kf�i\-
ach net-zero emissions must come from tech-
nologies that do not exist commercially today. 
While markets are vital for mobilizing capital 
and catalyzing innovation, they will not deli-
ver net-zero emissions on their own. Govern-
ments have an outsized role to play in suppor-
ting transitions towards net-zero emissions, 
especially in mobilizing early investments 
toward needed innovations. Governments 
have a handful of levers at their disposal to 
foster faster innovation on emerging clean te-
chnologies. These include:

•   Strengthen markets for technologies 
at an early stage of adoption
•  Develop and upgrade infrastructure 
that enables technology deployment
�� � 9ffjk� jlggfik� ]fi� i\j\XiZ_#� [\m\cfg-
ment and demonstration 
•  Expand international technology col-
laboration

While direct funding will be a major finan-
cial measure for governments to support 
early-stage RD&D, other policy or fiscal 
measures can accelerate commercializa-
tion, including policies that drive up de-
mand for new innovative products, such 
as portfolio standards, blending rates, and 
procurement requirements; and financial 
measures can eliminate risks in terms of 
early-stage investment, such as preferential 
loans, tax incentives, and providing procu-
rement backstops.

Which countries in the world in-
vest and will invest more in inno-

vative technologies, with focus on re-
newables, for the energy transition?

The Covid-19 crisis triggered a drop in so-
rely needed energy-sector investment, with 
the exception of some renewable energy te-
chnologies. Given the trillions needed for 
investment around the globe to deliver the 
clean energy transition, countries should be 
starting today to ensure that clean energy is 
at the heart of their recovery packages – the 
largest and most visible being those of the US 
and the EU. 

9lk�efk�Xcc�Zfleki`\j�Xi\�`e�X�gfj`k`fe�kf�dXb\�
expansive commitments to expand public 
support for clean energy, and I’d like to focus 
in these remarks on the issue of clean energy 
investment in emerging and developing eco-
nomies. This is where the growth in energy 
demand is going to come from, as these coun-
tries urbanize and industrialize. In our view, 
today there’s a dangerous mismatch between 
the scale of clean energy investment needed 
in developing economies and the capital that 
is actually available to support them. In ag-
gregate, there is more than enough capital to 
make transitions a success, but no guarantee 
that it will get to where it is needed. Covid-19 
has complicated the situation in many develo-
ping economies, both to mobilize domestic in-
vestment and to attract international capital. 

We need to focus on bridging this gap, and 
Ôe[�nXpj�kf�Zfee\Zk�k_\�XmX`cXYc\�ZXg`kXc�j\-
eking clean energy projects, including the 
^ifn`e^�nXm\� f]� jljkX`eXYc\� ÔeXeZ\� `e�Efi-
k_� 8d\i`ZX� Xe[� <lifg\#� n`k_� fggfikle`k`\j�
`e�[\m\cfg`e^�Zfleki`\j�`e�8j`X#�8]i`ZX#�CXk`e�
8d\i`ZX%� N_Xk� [f\j� k_Xk� d\Xe� `e� giXZk`Z\6�
K_`j�`j�n_Xk�k_\�@<8�`j�nfib`e^�fe�`e�X�dXafi�
new piece of analysis to be released in June, 
`e�ZfccXYfiXk`fe�n`k_�k_\�Nfic[�9Xeb�Xe[�k_\�
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Companies that invest in digital and sustai-
nability are - according to a research by Ac-
centure - 2.5 times more likely than others to 
emerge from the crisis. In the “new normal”, 
what kind of investments will be a priority 
for energy companies?

Being ahead of the curve on investments 
is often considered a sign of a progressive 
company. Often stock valuations are higher 
for such companies, with investors viewing 
progressive actions in the energy arena as 
signals of a well-run company, with good 
relations with customers and employees, 
which may or may not be true! With regard 
to electricity generators, developing inno-
vating ways of integrating consumer deci-
sion-making with that of suppliers can be 
a positive step no matter what the future 
brings. Moving consumers to electrify ener- 
gy demand and figuring out how to move 
consumer demand around in time and in-
tensity will be a win-win.

Charles D. Kolstad

Prof. Charles D. Kolstad is an energy and environmental economist with a research focus on the economics of cli-
mate change. He is also involved in research on energy markets, fossil fuels being largely responsible for greenhou-
se gases in the atmosphere. Kolstad  has been a Lead Author and a Convening Lead Author for the Intergovernmen-
tal Panel on Climate Change, co-recipient of the 2007 Nobel Peace Prize, is a founding Co-Editor of the University 
of Chicago Press journal Review of Environmental Economics & Policy and has served on many advisory boards. 
He is a former president of the Association of Environmental and Resource Economists (AERE). At Stanford, Prof. 
BfcjkX[�`j�k_\�]XZlckp�Zf$[`i\Zkfi�f]�k_\�9`kj���NXkkj�@e`k`Xk`m\%�@e�X[[`k`fe�kf�_`j�X]Ôc`Xk`fe�n`k_�k_\�;\gXikd\ek�
of Economics, Prof. Kolstad holds senior fellow appointments in the Precourt Institute for Energy, the Stanford 
Institute for Economic Policy Research (SIEPR) and the Woods Institute for the Environment.

To what extent are the decarbonization goals 
really achievable in light of the current structu-
re of the current world energy markets?

Decarbonization of the electric grid, or 
should I say dramatic reduction in the car-
bon content of grid electricity, is certainly 
attainable in many countries. India is in 
a less advantageous position because of a 
lack of natural gas and a great deal of coal. 
The series of virtual decarbonization wor-
kshops, sponsored by Stanford University’s 
Bits and Watts initiative has explored many 
of the dimensions of decarbonizing the 
grid. Decarbonizing fossil fuel use will be 
tougher. Coal is relatively easy to elimina-
te in most places; reducing oil use requires 
transportation to be electrified; and natu-
ral gas is needed, even in electric power, 
as a backup.

In your opinion, which countries in the wor-
ld invest and will invest more in technologies 
for the energy transition?

The US, the EU and China. China, in part, 
because of its high savings rate. Ironical-
ly, China will help bring down the cost of 
storage and renewables as well as electrici-
ty powered end-use demand (heat pumps, 
electric vehicles). China itself has said it 
intends to decarbonize electricity but their 
demand for electricity is so strong that may 
be difficult. But it will help others.

8^X`e�XYflk�i\Zfm\ip#�n_Xk�b`e[�f]�ÔjZXc�Xe[�&�
fi�ÔeXeZ`Xc�d\Xjli\j�Xe[�gfc`Z`\j�Zflc[�Zfd\�
to help energy technological innovation?

Certainly disincentives for carbon emissions 
(such as a carbon emission fee) would be an 
important action for any country. Beyond that, 
d\Xjli\j�kf�X[[i\jj�k_\�Zflekip�jg\Z`ÔZ�fYjkX-
cles to decarbonization should be addressed. 
�]fi�gfc`k`ZXc�i\Xjfej#�k_\�LJ�_Xj�X�[`]ÔZlck�k`d\�
eliminating coal). Finally, rewards for intel-
lectual property development can pay off stron-
gly. These different measures will vary from one 
country to another. The world is a big place.

Are companies that invest in renewables 
more likely than others to emerge from the 
crisis and why?
P\j#�k_\�ÔeXeZ`Xc�dXib\k�]fi�Zc\Xe�\e\i^p�`j�`d-
proving day-by-day, and so these companies are 
well positioned post-COVID, even if the amount 
of recovery stimulus investment in this sector 
has - so far - been disappointing worldwide.

In your opinion, which countries in the wor-
ld invest and will invest more in innovative 
technologies, with focus on renewables, for 
the energy transition?
The most active countries so far have been Au-
stria, China, New Zealand, South Korea and 
now the United States with the plans for a $3 
trillion green stimulus/recovery and infra-
structure package.

To what extent are the decarbonization go-
als really achievable in light of the structure 
of the current world energy markets?

Daniel Merson Kammen

Daniel Merson Kammen is Professor of Energy at the University of Califor-
nia, Berkeley, with parallel appointments in the Energy and Resources Group 
(where he serves as Chair), the Goldman School of Public Policy, and the de-
gXikd\ek�f]�ElZc\Xi�<e^`e\\i`e %̂�?\�nXj�Xggf`ek\[�k_\�Ôijk�<em`ifed\ek�
and Climate Partnership for the Americas (ECPA) Fellow by Secretary of State 
Hilary R. Clinton in April 2010, and was appointed Science Envoy for the Sta-
te Department in 2016. Kammen is the founding director of the Renewable 
and Appropriate Energy Laboratory (RAEL), and Chair of the UC Berkeley 
Roundtable on Climate and Environmental Justice. Kammen has served as 
a contributing or coordinating lead author on the Intergovernmental Panel 
on Climate Change since 1999. The IPCC shared the 2007 Nobel Peace Prize.

Decarbonization is completely achievable. 
The 100% clean energy plan for the US (100% 
clean electricity by 2035) can be done, and if 
the largest economy can do so, most anywhere 
can. There are now many roadmaps and plans 
for a fully clean energy sector.  

8^X`e�XYflk�i\Zfm\ip#�n_Xk�b`e[�f]�ÔjZXc�Xe[�&�
fi�ÔeXeZ`Xc�d\Xjli\j�Xe[�gfc`Z`\j�Zflc[�Zfd\�
to help energy technological innovation?
There are many critical steps that engaged go-
vernments can launch. These include:

•  Utilizing a social cost of carbon in all 
government decision-making
•  100% clean energy federal procure-
ment, including only purchasing EV and 
H2 vehicles
•  Investing in weatherization and energy 
\]ÔZ`\eZp�]fi�cfn$`eZfd\�]Xd`c`\j��\e\i-
gy and climate justice).
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Proactive 
Cybersecurity 
in the New Normal
K_\�Zi`j`j�ZXlj\[�Yp�k_\�gXe[\d`Z�_Xj�df[`Ô\[�k_\�e\\[j�f]�k_\�\e\i^p�j\Zkfi%�
8e�XeXcpj`j�f]�k_\�`jjl\�f]�j\Zli`kp�`[\ek`Ô\j�e\n�i`jbj�Xe[�i\m\Xcj�_fn�X�jkiXk\^`Z�
response should be organized, even at the European level.

Industries & Countries

ecent research on cybersecurity, re-
ferring both to national and global 
scenarios, indicates that we are facing 

a complex period. The data on IT threats pre-
sented in 8�:fejkXek�JkXk\�f]�=clo�Æ�Ki\e[�
Micro 2020 Annual Cybersecurity Report 
reveals that 119,000 menaces a minute were 
[\k\Zk\[� `e� )')'#� X� )'�� `eZi\Xj\� fm\i� k_\�
previous year. The study also reveals that the 
increase in smart work during the pandemic 
was one of the reasons for this spike. Moreo-
m\i#�`e�)')'#�@kXcp�gcXZ\[�Ô]k_�^cfYXccp�`e�k\i-
dj�f]�dXZif�dXcnXi\� XkkXZbj� �Ôijk� `e�<lif-
pe), seventh in terms of malware attacks, and 
eleventh for ransomware attacks.

Thus, in addition to the 2020 pandemic emer-
gency, Italian companies were also called to 
address a growing cybersecurity emergency. 
8ZZfi[`e^� kf� k_\� Cybersecurity Odyssey: 
The Key to Evolution Report, published by 
the Cybersecurity & Data Protection Obser-
vatory at the Milan Polytechnic School of 
DXeX^\d\ek#�+'��f]�cXi^\�ZfdgXe`\j�]XZ\[�
a greater number of cyberthreats than during 
the previous year. In addition, the economic 
impact of the pandemic forced Italian com-
panies to address these security challenges 
with reduced budgets. In general, the crisis 
related to the Covid-19 pandemic has slowed 
down the expansion of the cybersecurity 
dXib\k#� Ylk� efk� jkfgg\[� `k%� @e[\\[#� (0�� f]�
large enterprises has reduced its investments 
`e�ZpY\ij\Zli`kp��X^X`ejk�)��`e�)'(0 #�n_`c\�
fecp�+'��̀ eZi\Xj\[�̀ em\jkd\ekj��X^X`ejk�,(��
`e�)'(0 %�?fn\m\i#�i\j\XiZ_�i\m\Xcj�k_Xk�]fi�
more than one out of every two enterprises 

R

�,+� #� k_\�emergency has represented an 
opportunity to invest in technology. In 
2020, cybersecurity expenses reached a va-
cl\�f]�(%*.�Y`cc`fe�\lif#�X�+��^ifnk_�fm\i�k_\�
previous year (in 2019, the market increased 
Yp�((��fm\i�)'(/ 1�,)��`e�j\Zli`kp�jfclk`fej�
Xe[� +/�� `e� j\im`Z\j%� :pY\ij\Zli`kp� `em\jk-
ments focus primarily on endpoint cloud 
j\Zli`kp#� jdXik�nfib`e^#� Xe[� Y`^� [XkX%�8cjf#�
they focus on operational technology secu-
rity (which has experienced an acceleration 
`e� `em\jkd\ekj � Xe[� Xik`ÔZ`Xc� `ek\cc`^\eZ\#�
n_`Z_� `j� \dgcfp\[� `e� ZpY\ij\Zli`kp� Yp� +.��
of companies.

Thus, the Covid emergency has driven not 
only digitalization but also cybersecurity in 
large enterprises across a wide range of sec-
tors. And both of these trends have been 
underway for various years in the energy 
sector� �Xe[�dfi\�jg\Z`ÔZXccp� `e� k_\�\c\Zki`-
city sector) as they are central to the energy 
transition process. In this context, we refer 
to Industry 4.0 not just to describe the in-
dustrial automation trend that integrates 
new technology to increase plant producti-
vity and improve quality, but also to drive 
the analysis of the consequences of crucial 
aspects applied to the energy sector, such as 
marked digitalization, the exchange of enor-
mous amounts of data, and the growing num-
ber of sensors and connected objects.

Electricity infrastructure is critical as any in-
terruption of power will impact the supply of 
many other crucial services, from transports 
to health services. Critical electricity infra-
structure includes classic large-scale thermal 
and hydroelectric generation plants, renewable 
generation plants (wind, photovoltaic, etc.), 
and energy transmission and distribution cen-
ters with thousands of primary cabins and hun-
dreds of thousands of secondary cabins.

In addition to the large quantity of critical 
electricity infrastructure, there is also a further 
element of risk, the decentralization of electri-
city production. This phenomenon is brought 
about by the increasing use of small-scale and 
gfcp^\e\iXk`fe� i\e\nXYc\j%� 8ZZfi[`e^� kf� k_\�
forecasts indicated in November by the In-
k\ieXk`feXc� <e\i^p� 8^\eZp� �@<8 � `e� X� i\gfik�
entitled Renewables 2020, renewables will 
continue to increase worldwide, in contrast 
with the sharp decline caused by the Covid-19 
pandemic in many other energy sectors, inclu-
[`e^�f`c#�^Xj#�Xe[�ZfXc%�8eXcpjkj�\jk`dX-
te that the net installed capacity for the 

The Risk to Electricity 
infrastructure
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A full EU-level cybersecurity strategy is 
thus essential to develop a resilient, digital 
continent. The measures taken to date have 
efk�Y\\e�jl]ÔZ`\ek%�=fccfn`e^�@kXc`Xe�Xe[�<l-
ropean regulations for automation and con-
kifc� jpjk\dj#� @J8� 00&@<:� -)++*� jkXe[Xi[j�
X[[i\jj� k_i\\� Xjg\Zkj� kf� [\Ôe\� X� Zfii\Zk� @K�
security strategy: employed technology, pro-
cesses, and personnel operating the systems.

8efk_\i� ]le[Xd\ekXc� \c\d\ek� `j� k_\�
Network and Information Security (NIS) 
Directive ratified by the European Council 
`e�)'(-#�Xe[�`dgc\d\ek\[�`e�@kXcp�`e�)'(/#�

European 
Cybersecurity Strategy

security requisites. In IT, the priority is con-
Ô[\ek`Xc`kp#�n_`c\� `e�FK� `k� `j� XmX`cXY`c`kp%�Jf#� X�
multidisciplinary approach is required to design 
a security governance based on a series of strate-
gies that truly extend risk analysis (i.e., in Italy, 
this cannot be limited to the framework of the 
NIST - National Institute of Standard Technolo-
gies, but must also include other security con-
k\okj#�jlZ_�Xj�E<I:$:@G#�@J8#�@<: %�

Moreover, it is also necessary to apply security 
by design principles to guarantee the adoption 
of cybersecurity rules from the initial deploy-
ment of OT/IT/IoT systems and infrastructu-
re, and to constantly update them throughout 
their entire lifecycle. Moreover, the intercon-
nection amongst electricity organizations me-
ans that the entire sector must adopt a syste-
matic approach and evaluate security issues 
from a complete supply system point of view 
to eliminate any possible trickle-down effects. 
Similarly, best practices need to be shared to 
provide the greatest possible awareness of risk 
and real-time updating of solutions.

production of renewable energy will in-
Zi\Xj\�Yp�e\Xicp�+�#�i\XZ_`e^�X�i\Zfi[�

level of ca. 200 Gigawatts (GW). This constant 
growth will also determine an increasing num-
ber of prosumers, capable of producing energy 
on a small-scale, and feeding it into the grid, 
k_\i\Yp�dXb`e^�k_\�\e\i^p�Õfn�Y`[`i\Zk`feXc%�

Inevitably, the increase in the number of 
stakeholders involved in this process advan-
ces in parallel with an increase in the use 
of interconnected, intelligent devices with 
advanced functions (i.e., smartphones and 
electric vehicles). Indeed, this is the reason that 
the entire energy sector has become the ful-
crum of digitalization and decentralization pro-
cesses, from suppliers to aggregators and from 
distribution to sales and relations with clients. 

In summary, the issue of critical electricity 
infrastructure is further compounded by de-
centralization and polygeneration, which dri-
ven by the development of renewables, deter-
mines not only an increase in the number of 
stakeholders in the energy sector, but that of 
interconnected smart devices too.

This means that the electricity sector is 
]XZ`e^� Xe� `eZi\Xj`e^cp� Zfdgc\o� Zfek\ok� `e�
terms of cybersecurity%� ?fn\m\i#� k_\i\� `j�
a further peculiarity that characterizes the 
equilibria and dynamics of this sector and that 
cannot be underestimated in terms of system 
vulnerability. This is the extremely close inter-
connection amongst the organizations opera-
ting in this sector, which rely on one another 
for business-critical services and components. 
This interconnection has been further cemen-
ted by the introduction of digital technology, 
which has increased the cybersecurity risks 
that companies need to face and manage joint-
ly, as an attack on one organization also expo-
ses all the others to the same threat. 

Moreover, we must emphasize that digitaliza-
k`fe�_Xj�Xcjf�[\k\id`e\[�X�j`^e`ÔZXek�Z_Xe^\�`e�
the security issues faced by electricity networks, 
especially in terms of the shift from the securi-
ty of physical systems to cyber physical systems 
security. Whereas the electricity system (and 
its security) once rested on the net separation 
between IT (Information Technology) and OT 
(Operation Technology), the exponential in-
crease in data generated by embedded systems 
developed by Machine to Machine (M2M) and 
Internet of Things (IoT) devices now represents 
the core of the system. In fact, IoT units instal-
c\[�Yp�lk`c`k`\j�_Xm\�`eZi\Xj\[�Yp�)*��^cfYXccp%

Thus, it is fundamental to develop a cyber-
security strategy that integrates IT and OT, 
notwithstanding the fact that these two environ-
ments are functionally diverse and have different 

that aims to improve the cybersecurity capa-
bility of individual member states through 
the adoption of specific security measures 
in critical sectors. The NIS Directive applies 
to OESs (operators of essential services, in-
cluding critical infrastructure) and digital 
service providers.

The need for a new EU cybersecurity strate-
gy seems to have been decisively addressed 
in the new action plan presented on Mar-
ch 22 by the European Council. The docu-
ment addresses various issues and identifies 
a series of sector-related actions: 

Develop a network of Security Operation Centers (SOCs) throughout the 
EU to monitor and pre-empt signals of network attack.

Define a joint cyberspace unit to provide univocal direction to the mana-
gement of cybersecurity crises in the EU.

Apply the measures indicated by the EU 5G Toolbox and pursue commit-
ment to guarantee security of 5G Networks and the development of future 
generations of networks.

Field a joint effort to accelerate the adoption of Internet security standards 
that are fundamental to drive the competitiveness of the European industry.

Promote the development of advanced cryptography as a tool to guaran-
tee digital security.

Increase the efficiency of the EU Cyber Diplomacy Toolbox, especially to 
prevent and contrast cyberattacks with systemic effects that may pose a 
menace to supply chains, critical infrastructure and essential services, 
institutions, and democratic processes, threatening economic security.

Create an IT Intelligence Work Group to strengthen the specific capabilities 
of the European Intelligence and Situation Centre (INTCEN) in this sector.

Increase cooperation with international organizations and partner coun-
tries to promote a shared understanding of IT threats.

Draft an EU agenda for the development of external IT know-how to incre-
ase cyber-resilience and know-how worldwide.

1.

2.

3.

4.

5.

6.

7.

8.
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Thus, the new normal is increasingly hypercon-
nected and calls for advanced cyber-defense 
gif^iXdj%�9fk_�Xk�k_\�`e[`m`[lXc�Xe[�ZfdgXep�
level, a cybersecurity attack may lead to iden-
tity theft, extortion, and the loss of important 
information. The situation is even more serious 
when attacks address critical infrastructure 
jlZ_�Xj�\c\Zki`Z�gcXekj#�_fjg`kXcj#�Xe[�ÔeXeZ`Xc�
institutions. The new frontiers of technologi-
cal innovation must be applied to cybersecuri-
ty systems to guarantee the full protection of 
companies and infrastructure and ensure the 
correct operation of all the services essential to 
individuals and society. 

8� ]le[Xd\ekXc� `eefmXk`fe� `e� cloud security 
has been the development of Internet Secu-
rity Gateways providing a wide range of ad 
hoc cloud computing security solutions. This 
technology allows access from one IT environ-
ment to another through a series of operations; 
indeed, Internet Security Gateways are imple-
mented as “checkpoints” between endpoints, 
networks, and the cloud.

Technological 
Innovation 
and Cybersecurity

In addition to “traditional” solutions (preven-
tion of classic web-based attacks such as phi-
shing for credentials through mock websites), 
Internet Security Gateways provide advanced 
security solutions addressing threat intelli-
gence, cloud encryption, and secure cloud 
storage services. Threat intelligence service 
providers gather information on security inci-
dents through global networks and are able to 
discern whether an attack is actually a signal 
of a subsequent, more serious, second-wave at-
tack. In terms of cloud encryption and secure 
cloud storage, Internet Security Gateways are 
capable of evaluating if and how data in tran-
sition from an endpoint to the cloud are pro-
k\Zk\[�Yp�\]ÔZ`\ek�Zipgkf^iXg_p�jpjk\dj%

8ik`ÔZ`Xc� `ek\cc`^\eZ\� Xc^fi`k_dj are 
another technological innovation employed 
to improve cybersecurity management. These 
algorithms are capable of analyzing enormous 
volumes of data and provide a quicker answer 
to counter cyberattacks. Indeed, the challen-
ge to develop a new generation cybersecurity 
jpjk\d�YXj\[�fe�Xik`ÔZ`Xc�`ek\cc`^\eZ\�Xe[�Y`^�
[XkX�`j�Xci\X[p�le[\inXp%�8@�Xc^fi`k_dj�`[\e-
tify anomalies that pose a potential threat by 
analyzing and comparing a vast quantity of he-
terogeneous data.

Indeed, data may contain information on who 
or what is connecting to the systems that requi-
re protection, access to the data, connections 
towards external sites, changes made to the 
system, and alerts generated by the security 
jpjk\dj%�8@�Xc^fi`k_dj�`[\ek`]p�Xcc�\m\ekj�k_Xk�
represent a deviation from what is considered 
“standard behavior” within an organization and 
act consequently. In this context, the analysis 
Xe[�ZfdgXi`jfe�ZXgXZ`kp�f]�8@�jpjk\dj��jlZ_�Xj�
e\liXc� e\knfibj � `j� gXik`ZlcXicp� j`^e`ÔZXek� Xj�
these systems can be continuously updated to 
correctly identify new threats.

Fundamentally, this is also the role of AI in in-
forming decision-making processes through 
expert systems (composed of an informatio-
nal database and an inferential engine) that 
are used to identify solutions to issues based 
on available information. This allows event 
analysis to be conducted more rapidly and in a 
standard manner, establishing whether an is-
sue should be considered a security incident, 
and whether to deploy the uniform response 
gifZ\[li\j%�P\k�Xefk_\i�Xggc`ZXk`fe�f]�8@�̀ e�@K�
security lies on the cusp between military and 
civilian matters. This is an area that employs 
so-called smart agents, software componen-
ts that possess characteristics of intelligent 

The new European strategy calls for a 
renewed cultural approach to the issue 

of cybersecurity, moving beyond the mere use 
of the technology and expertise necessary to se-
cure networks, plants, and industrial systems. 
It is clear that cybersecurity requires a proacti-
ve attitude that is not limited to reacting to 
attacks, but constantly works to prevent them 
through a system of actions delineating a new 
operational system.

8�^ff[�\oXdgc\�f]�k_`j�`j�Israel Electric, an 
Israeli corporation in the electricity sector 
that not only sells electricity, but also pro-
motes cybersecurity services. Israel Electric 
cXleZ_\[� JFG?@:#� Xe� @K� j\Zli`kp� gcXk]fid�
that can be used to manage hacker attacks to 
critical infrastructure such as electric plants 
and networks. The company decided to pro-
vide cybersecurity platforms following the 
many cyberattacks it underwent itself. This, 
in turn, led to the development of an IT thre-
at diagnosis tool and defense technology that 
has been shared externally, a good example of 
how such incidents can be turned into pre-
cious experience to counter cyberattacks.

behavior such as proactivity, understanding 
f]� 8^\ek� :fddle`ZXk`fe� CXe^lX^\� �8:C #�
and reactivity (capability of making decisions 
and acting autonomously). In terms of cyber-
security, smart agents are based on software 
systems that are either independent or inte-
^iXk\[� `ekf� kiX[`k`feXc� gcXk]fidj� �Ôi\nXccj#�
anti-intrusion systems, routers, etc.) and that 
have a wide range of abilities: monitoring 
activities underway on IT systems, analysis, 
`[\ek`ÔZXk`fe� f]� ZpY\iXkkXZbj#� Xe[� Zflek\i-
measures. These distributed systems protect 
networks by intercommunicating and analy-
zing the information collected individually 
before implementing a defense strategy, with 
hardly any direct supervision by human spe-
Z`Xc`jkj%�?fn\m\i#�n\�j_flc[�efk�le[\i\jk`dX-
k\�k_\�]XZk�k_Xk�`eZi\Xj`e^cp�\]ÔZ`\ek�Xik`ÔZ`Xc�
intelligence techniques are also developed by 
hackers who wish to attack and override cy-
bersecurity defense systems. This leads to a 
sort of competition, a true escalation betwe-
\e� XkkXZb� Xe[� [\]\ej\� XZk`fej� Ô\c[\[� Yp� 8@�
systems. Indeed, Adversarial Machine Lear-
ning�`j�X�m\ip�XZk`m\�Ô\c[�f]�i\j\XiZ_�`e�n_`Z_�
8@� jpjk\dj� Xi\� [\m\cfg\[� kf� gif[lZ\� i\jlckj�
k_Xk�ZXe�ki`Zb�Xefk_\i�8@�jpjk\d%�8]k\i�Xcc#�Xj�
G_pj`Z`jk� Jk\g_\e�?Xnb`e^� ]Xdfljcp� jkXk\[1�
“Intelligence is the ability to adapt to change.”
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The Future 
of Work
in the Energy 
Sector
The transition in the energy sector, the changes 
imposed by the pandemic crisis, the diffusion of smart 
^i`[j#�Xe[�k_\�[`^`kXc`qXk`fe�f]�e\knfibj�Xi\�i\[\Ôe`e^�
k_\�jb`ccj�Xe[�gifÔc\j�i\hl`i\[�]fi�e\n�gif]\jj`fej�
and green jobs.

New Skills

he great changes affecting the ener-
gy market are significantly transfor-
ming the sector. Innovative challen-

ges and new business models continue to 
arise in response to the accelerated energy 
transition, the pandemic crisis, and the rigid 
objectives of the European decarbonization 
schedule. The resulting scenario is one of 
rapid evolution in a sector pervaded by digi-
talization, which in turn, requires clear so-
lutions in terms of energy security, operative 
efficiency, and cybersecurity.

The megatrends we face include the energy 
transition, technological disruption, sustai-
nability, smart cities, and the transforma-
tion of business models. Each one calls for 
a new strategy and new professional figures, 
capable of managing the 4.0 revolution by 
redefining the interaction amongst machi-
nes, humans, and data. Indeed, it’s the very 
abundance of data available in the energy 
sector that drives companies to conduct the 
detailed analyses that are fundamental to 
improving and automatizing management, 
operational, and decision-making processes.

T The greater our capacity to accurately ga-
ther, analyze, and exploit data, the vaster its 
impact and efficiency will be of new tech-
nology. This trove of information includes 
both real-time data, collected in the field via 
increasingly sophisticated sensors and spe-
cialized operators, and static data archived 
in databases. Indeed, this is driving the great 
influx of artificial intelligence, Internet of 
Things, and big data management experts 
into the energy sector, together with teams 
of data scientists and application developers. 

The push towards a green economy and the 
relentless development of renewable sour-
ces require the application of technological 
innovation in all sectors – industry, tertiary, 
residential, and transports – to promote the 
growth of new industrial and service areas, 
as well as the rise of new professions. Clear-
ly, this will have marked effects on the entire 
production system. 

This phenomenon is described in the recent 
McKinsey & Company Report (Decem-
ber 2020) entitled “Net-Zero Europe.” 
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8ZZfi[`e^� kf� k_\`i� XeXcpjkj#� k_\�>i\\e�
Deal will create ca. 11 million new jobs, 

whilst also eliminating 6 million, for a total 
net increment of 5 million jobs. Furthermo-
re, many new job opportunities will arise in 
renewable energy (1.54 million), agriculture 
(1.13), and construction (1.1).

The achievement of the “zero emissions” 
objective may require the professional re-
kiX`e`e^� f]� (/� d`cc`fe� nfib\ij#� \jg\Z`Xccp�
for positions that do not currently exist (3.4 
million by 2050). For example, engineers 
that are currently working in the gas and oil 
industries will probably move to the carbon 
capture and storage (CCS) industry.

Thus, green jobs seem to be the answer to 
the new needs of the energy transition, a 
trend that was forecasted in the “Renewable 
<e\i^p� Xe[� AfYj� Æ�8eelXc�I\m`\n� )')'” 
published by the International Renewable 
<e\i^`\j�8^\eZp��@I<E8 %�K_\�jkl[p�`e[`ZX-
tes that 11.5 million new jobs have already 
been created in the energy sector at the glo-
bal level. What are the emerging professions 
`e�k_\�\e\i^p�j\Zkfi6�C\kËj�kXb\�X�Zcfj\i�cffb%

The Italian panorama is presented in a report 
entitled “Evolutionary Trajectories and Com-
petences for Energy Enterprises”1 published 
Yp� k_\� CL@JJ� 9lj`e\jj� JZ_ffc%� K_\� jkl[p 

indicates that eleven of the major compa-
nies operating in the energy sector in Italy 
(including ENEL and Terna) are planning to 
hire an increasing number of data scientists, 
analysts, architects and managers, open in-
novation experts and innovation managers, 
@fK�Xe[�[`^`kXc�dXib\k`e^�dXeX^\ij#�LO�[\-
signers, scrum masters and product marke-
ting experts, as well as engineers with digital 
know-how, predicative maintenance engine-
ers for networks and plants, ICT and Tele-
com experts, connectivity (in view of the is-
sue of data transmission and infrastructure) 
and fiber optic experts, specialized hydraulic 
and electricity operators, international con-
struction site management experts, econo-
mists with a background in energy, middle 
managers, hydraulic and chemical engine-
ers, and geologists.

There also is a marked demand not only for di-
gital technology technicians, but also for big 
data analysts due to the strong increase in the 
sensor-based monitoring systems for networ-
ks, infrastructure, and plants that guarantee 
the predictive maintenance of networks and 
apparatus. Network planners are called to 
organize network development following a 
detailed analysis of the needs of the compa-
nies investing on their infrastructure. The 
same is true for network designers who must 
know how to use digital systems to analyze 
and mine system data (digital counters, re-
motely controlled plants, video cameras, 
environmental monitoring systems, sensor 

1. Original title: Traiettorie evolutive e competenze 
per le imprese Energy
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systems), integrating their activity with that 
of data analysts and scientists. Yet another si-
^e`ÔZXek� gifÔc\� `j� k_\� `dgifm\[$\]ÔZ`\eZp�
renewable resource electric network in-
staller who must have a complete and fully 
up-to-date understanding of technical and 
technological innovation, besides a profound 
knowledge of sector regulations and the ap-
plication of safety standards.

8efk_\i� afY� f]� k_\� ]lkli\� `j� k_Xk� f]� smart 
^i`[� \og\ik. This digital and resilient in-
frastructure is fundamental for the decar-
bonization and electrification of the energy 
system through the integration of distribu-
ted generation from renewable sources and 
the active participation of consumers on the 
energy market. In order to address the need 
for highly qualified professionals, capable of 
facing complex development issues and pro-
moting technological innovation in electric 
energy systems, the ENEL Group has orga-
nized a second-level professional university 
master course on Smart Grid, a post-master’s 
degree specialization in collaboration with 
the Milan Polytechnic. The objective is cle-
ar. In order to implement the energy tran-
sition, immediate investments are necessary 
to train new professional profiles that are 
not available on the market. This is the only 
way to make our future immediately 
part of our present.
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Professions 4.0

A new survey by Adecco has identified the 
most sought-after profiles by the companies 
working to address the new trends that have 
emerged over the past year in relation to new 
technology and sustainability in the sector. 
These are highly specialized professions 
that are often difficult to find on the market.

           Sustainability Manager 
This is a strategic role for a figure that often has direct re-
lations with company management and stakeholders. The 
objective is to drive change and innovation through a stra-
tegic, sustainability-oriented process.

           Energy Management 
           Expert (EME)
This is an interdisciplinary professional role that acts in 
the context of a liberalized energy market, interpreting the 
changes that have taken place in the sector over the past 
years in order to intercept and balance the interests of con-
sumers, suppliers, utility companies, and energy service 
companies. A fundamental characteristic of this professio-
nal figure is the ability to manage energy rationally, impro-
ving energetic efficiency to reduce consumption, and limit 
the impact of emissions on the environment.

           Data Scientist
According to the United States Bureau of Labor Statistics 
(BLS), this is an increasingly important role that will expe-
rience an 11% increase in demand by 2024. Through the 
organization and analysis of large quantities of (structu-
red and unstructured) data – collected through big data, 
analytics, cloud technology, automation, and machine le-
arning – data scientists allow companies to achieve preci-
se objectives. 

           Cloud Architect
This is one of the most requested profiles by companies 
such as Microsoft, Amazon, IBM, Salesforce, and SAP that 
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firmly believe in the importance of having professionals 
capable of designing and developing scalable and re-
silient cloud environments that are easily adaptable to 
sudden change and changing business needs. Cloud ar-
chitects have a profound knowledge of cloud computing 
system architecture and IT solutions, including a detai-
led understanding of back-end and low-level resources, 
from networks to storage and hypervisors.

           Growth Hacker
Growth hackers employ their understanding of computer 
engineering, marketing, and communications to design 
and develop strategies for company growth. Competences 
include coding, data analysis, finance, networking, marke-
ting, and design. In Silicon Valley, this profile is considered 
to be one of the highest paid jobs of the future.

           Plant Manager
As a high responsibility profile that allows companies to ma-
ximize productivity, plant managers monitor the operation 
of plants and guarantee their efficiency, supervising daily 
operations, assigning roles and functions to workers, and 
collecting and analyzing production data to identify possi-
ble areas for improvement.

           Energy Manager
This profile requires a good knowledge of the energy mar-
ket, capability for economic evaluation, and an understan-
ding of contracts and company organization to drive the 
best use of energy by identifying actions, procedures, and 
operations to promote a rational use of energy.

           UX Designer
UX designers analyze and interpret the behavior of digital 
consumers (websites, apps, software) to guarantee the best 
consumer experience. The role is based on integrating a 
project-based approach and problem-solving capability with 
an understanding of digital marketing, design, semiotics, 
and cognitive ergonomics. 
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May 24-27, 2021 May 31– June 4, 2021

ARPA-E Energy 
Innovation Summit EU Green Week 2021

On-line event On-line and in-presence events 
around Europa

https://www.arpae-summit.com/

Organized annually, the summit provides 
a showcase on future technology develo-
g\[�kf�X[[i\jj�8d\i`ZXe�\e\i^p�Z_Xcc\e-
ges in an innovative manner. Currently 
in its 11th edition, the event takes place 
over four days of general debate sessions 
and technological showcases.

June 8-10, 2021

Hydrogen Americas 
Summit

On-line event 

www.hydrogen-americas-summit.com

The summit is dedicated to analyzing 
the potential of hydrogen in North, 
:\ekiXc�Xe[�Jflk_�8d\i`ZX%�K_\�\m\ek�
]fZlj\j�fe�mXi`flj�Xjg\Zkj�f]�k_\�8d\-
rican energy transition and the shift 
towards a hydrogen-based economy. 
The objective is to develop a common 
strategy identifying hydrogen as the 
jfclk`fe� ]fi�8d\i`ZXe�\e\i^p�j\Zli`kp�
and climactic change.

www.eugreenweek.eu 

Organized annually by the European 
Commission’s Directorate General 
for the Environment, EU Green Week 
2021 is dedicated to the objective of 
“zero pollution.” It represents a pre-
cious opportunity to discuss and de-
bate European environmental policy 
and the European Green Deal initia-
tives. Moreover, analyses will also be 
conducted on initiatives related to 
climate, chemical substances, energy, 
industry and mobility.

Upcoming
Energy Events

News & Events

46 Energy Journal  |  Issue 19 - May 2021

June 15, 2021 July 21-23, 2021

Executive Days / 
Executive Summit Intersolar Europe 2021

Milan – Live streaming Messe München, Munich - Germany

https://www.utilityday.it/

This event includes two initiatives: an 
executive summit in June and a main 
conference on November 24, 2021. 
The two appointments provide energy 
sector managers with the opportunity 
to share experience, gain information 
on the latest trends, shape business 
evolution and orient their companies’ 
transformation. The debate will focus 
on distributed renewable generation, 
new digital technology and various 
consumer aspects that are creating a 
new and more complex, competitive 
and stimulating world of energy.

https://www.intersolar.de/

This is one of the major European events 
dedicated to solar energy with a focus on 
thermal solar technology, photovoltaic 
systems, network infrastructure and so-
lutions for the integration of renewables. 
The initiative, which involves producers, 
service providers, distributers and solar 
industry partners, promotes the me-
dium- to long-term substitution of the 
current mechanisms for the production 
of electricity. 

9\j`[\j#�dXib\k�ki\e[j�Xe[�`eefmXk`fej#�
the 2021 edition will also address photo-
voltaic production. 

July 6 -7, 2021

Vienna Energy 
Forum 2021

Hofburg Imperial Palace, Vienna - 
Austria

https://www.viennaenergyforum.org/

K_\� M`\eeX� <e\i^p� =fild� �M<= � `j� X�
biennial global, multi-stakeholder fo-
rum that brings together political le-
aders, international organization and 
professionals from the private sector to 
promote solutions for sustainable deve-
lopment through practical solutions.
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Shaping a Better Energy Future

CESI is a world-leading technical consulting 
Xe[�\e^`e\\i`e^�ZfdgXep�`e�k_\�Ô\c[�f]�k\Z_efcf^p�
and innovation for the electric power sector. 
@e�gXik`ZlcXi#�k_ifl^_�`kj�;`m`j`fe�B<D8�CXYj#�:<J@�
is the world leader for the independent Testing, 
@ejg\Zk`fej�Xe[�:\ik`ÔZXk`fe�XZk`m`k`\j�`e�k_\�\c\Zki`Z`kp�
industry. With a legacy of more than 60 years 
of experience, CESI operates in 40 countries around 
the world and supports its global clients in meeting 
the energy transition challenges. CESI also provides civil 
and environmental engineering services.

The company’s key global clients include 
major utilities, Transmission System Operators 
(TSOs), Distribution System Operators (DSOs), 
power generation companies (GenCos), 
jpjk\d�`ek\^iXkfij#�ÔeXeZ`Xc�`em\jkfij�Xe[�^cfYXc�
electromechanical and electronic manufacturers, 
as well as governments and regulatory authorities. 
In addition, CESI works in close cooperation 
n`k_�`ek\ieXk`feXc�ÔeXeZ`Xc�`ejk`klk`fej�jlZ_�Xj#�
Xdfe^�fk_\ij#�k_\�Nfic[�9Xeb�>iflg#�
k_\�<lifg\Xe�9Xeb�]fi�I\ZfejkilZk`fe�
Xe[�;\m\cfgd\ek#�k_\�<lifg\Xe�@em\jkd\ek�9Xeb#�
k_\�@ek\i$8d\i`ZXe�;\m\cfgd\ek�9Xeb#�
k_\�8j`Xe�;\m\cfgd\ek�9Xeb%

CESI is a fully independent joint-stock company 
_\X[hlXik\i\[�`e�D`cXe�Xe[�n`k_�]XZ`c`k`\j�`e�8ie_\d#�
9\ic`e#�GiX^l\#�DXee_\`d#�;lYX`#�I`f�[\�AXe\`if#�
JXek`X^f�[\�:_`c\#�Befom`cc\��LJ8 �Xe[�:_Xc]fek��LJ8 %

www.cesi.it




